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FOREWORD

The Statistics and Research Centre (SRC) of the Ministry of Health & Prevention
(MOHAP) have prepared this Enterprise Data Governance document which
essentially describes the implementation of Data Governance across all the constituent
departments of the MOHAP.

This document contains information about the below aspects pertinent to Data
Governance;

Current Data Architecture in MOHAP

Key Roles & Responsibilities across the organization

Data Governance : Framework , Ownership and Policies

Data Quality : Dimension, Management Process, General Issues & Activities to
overcome the issues, Metadata management

Data Security & Protection : Key CIA Aspects, Protocols, Laws, Policies and
Data Confidentiality

ISO Certifications achieved by MOHAP related to Data Security and Data Quality

The rationale behind presenting this document is for obtaining a holistic view of the
enterprise level Data Governance structure in MOHAP. Since there exists a copious
amounts of UAE Citizens’ Healthcare Data that is scattered across numerous
departments and facilities in MOHAP |, It is imperative to have a central structure in
place that will govern the way data is collected, processed, stored and shared with
utmost quality, efficiency and security.

As a central Data Governance body of MOHAP, It is our department’s endeavor to
ensure successful implementation and continuous improvement of the defined
framework and activities mentioned in the document. We appreciate the support and co-
operation of all our fellow MOHAP departments in embracing all the concepts and
existing structures described here to help us collectively achieve the ultimate goal of
secure and robust data management.
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3. INTRODUCTION

3.1 Executive Summary

Data Governance is the need to effectively manage and integrate vast and often
disparate volumes of business data in order to be able to extract competitive information
in a timely manner. The governance enabler is the means by which a healthcare entity
provides data analytics capability and stewardship. The MOHAP has a comprehensive
Enterprise-Wide Data Governance Framework which serves to govern the vast and rich
amounts of diverse data present across the numerous departments of the ministry.
Each of the departments abide by the Data Governance and Management framework
as defined in this document.

3.2 Purpose

The purpose of this document is to provide an overview of the entire Data Governance
processes currently present in MOHAP. These standards are intended to break

down data silos across the multiple departments within MOHAP thereby fostering a
centralized data architecture and harmonization of the data through a collaborative
process with internal and external stakeholders.

3.3 MOHAP Overview

MOHAP is the federal healthcare regulatory authority in the United Arab Emirates. It
introduces, updates, and implements healthcare policies that are followed across all the
clinical facilities in the country. It aims to promote the health of the community through
the provision of comprehensive and innovative health services in fair and global
standards and to play the regulatory and supervisory role in the health sector through
sophisticated and integrated health legislative system. Below are the Mission and Vision
of the organization.

Mission
To enhance community health by Vis i O n

providing comprehensive, innovative, and

fair healthcare services as per
international standards, and performing
its role as a regulator and supervisor of
the healthcare sector through a modern
and integrated health legislative system.

An effective and sustainable Healthcare
System for a happy society.

Figure 1 - MOHAP Mission and Vision
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4. DATA ARCHITECHTURE (CURRENT SITUATION)

4.1 Overview

The below diagram demonstrates the current Data Architecture in MOHAP
encompassing the interconnected department-wise Data Systems, Activities performed
on data acquired from these systems and ultimate use of the final data.

LOCAL SYSTEMS
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GOVT SYSTEMS  LICENSING
(External) AY8IH

BIRTHS
SYSTEM

DRUGS
SYSTEM

INJURY
DATA

1oVylLX3

OTHER

HR SYSTEM

DISEASE
REGISTRY

OTHER DATA

g

S8 USER AUTHENTICATION ?‘ B m MONITER & AUDIT

FINAL
STAGING
DEPARTMENTS- BUSINESS
DATA OWNERS OWNER
j STATISTICS
Ee—z oA
(o= ‘ o ? ety REGISTRY
= @ DATA
|ZJ> I NHA DATA

MOHAP-IT  MOHAP-SRC

o] [o

'—l DATA

5 —| MANAGEMENT =
mﬂo DATA OWNER W
o0t
oo

©3  DatamopELS8
SECURE SHARING £ £ ) BUSINESS RULES

I"I £5 DATA LINEAGE
© 3

/@3’

3SN ® IZATYNY
\\_\\‘\//

T

MOHAP CURRENT AS-IS DATA ARCHITECTURE

MOHAP INTERNAL
USERS

ANLYTICS &
VISUALIZATION

EXTERNAL DATA
USERS
=

‘OPEN DATA

Stage 1

Figure 2 - MOHAP Data Architecture (AS-IS)

Data from various Systems internal and external to MOHAP are exiracted and stored in
designated system-specific Databases which are governed entirely by MOHAP-IT

department. However the ultimate Data Ownership of these data sets lies with the
MOHAP - Statistical and Research Center (SRC) department. This is considered as the
STAGING area of the system-wise data in databases.

Stage 2

The databases present in the MOHAP-IT ecosystem are governed by experienced
Database Administrators who undertake data management protocols related to secure
storage & sharing, data protection and availability, back-up and recovery, database
tuning etc. Additionally, The MOHAP-IT Security and Quality team ensure that officially

documented Data Security & Quality Policies are actually implemented.

11
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Stage 3

Thereafter if any MOHAP-Department needs the data from these databases, then their
officially appointed Business Owners either directly extract data from the system or the
IT team extracts and shares the data (in the form of raw data or report excels file) with
them. This data is then securely stationed in the official Shared-Folder servers created
by MOHAP-IT. This is considered as the FINAL STAGING area of the system-wise data
in databases.

Stage 4

Similar to Stage 2, the data on the department-specific shared-folder servers is severely
scrutinized. Designated Data Analysts and Business Owners perform elaborate set of
Data Quality Measures (Highlighted in section 7.5-Activities ) to ensure the final data
present with each department is accurate , conforming to requirements , clean and
ready to be disseminated.

Stage 5

The final subject-specific data across clinical, statistical and operational areas present
with each department is then utilized for research, analytics, dashboarding, Key
Indicator calculations , reporting and various other purposes.

Centrally, MOHAP - Statistical and Research Center (SRC) department is responsible
for the UAE-LEVEL data dissemination of the aforementioned final data with both
internal and external entities (public and private institutions).

For reference, Comprehensive list of Data Systems in MOHAP along with their
Department Owner and corresponding Business Owner, Data Usage and Integration
network (internal and external) are present in the Appendix section - 9.7 MOHAP
Application Topology.

12



5. ROLES AND RESPONSIBILITIES

5.1 Overview

There are a myriad of roles in an organization having specific data-oriented tasks that
are required to be undertaken, however the most cardinal viewpoint that ensures an
effective and successful implementation of enterprise-wide Data Governance is stated
below;

SUPPORTING DATA GOVERNANCE IS THE
RESPONSBILITY OF EVERY ORGANIZATIONAL ROLE

5.2 Role Definitions

Below mentioned are the key Data Governance roles functioning in MOHAP along with
their well-defined responsibilities and example of key MOHAP Positions that essay
these roles.

a @ £ 2 48 B

Business Data Owner Data Data Analyst Data
Owner Custodian Users
DEIEWGENES
Public
Subject Matter IT Technicians Statistician
Experts Journalists
Department System Engineer Bio-Statistician
Directors Section Heads Department — S.R.C Academician
Database Admins Data Scientist
Senior Statisticians Researchers
Network Engineers Data Engineers
Project Managers Business
Others Analysts

Figure 3 - Data Governance - Roles & Responsibilities

Role Description Responsibilities

Management personnel who is chiefly

; ; Managing Data goals of the enterprise.
responsible for all Business related ging 9 prt

Leading development of policies ,

Director decisior)s and actions that impapt thg standards , processes and procedures
underlying data generated within their to ensure the continuous improvement
unit.

Ex: Directors of each MOHAP department in data qua“ty'

13
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Individual that has direct operational
responsibility within each business

Governance and Ownership of key Data
Systems belonging to his/her
department.

Review and Approval of data requests

Business unit for the management of one or pertaining to data belonging to the key
Owner more type of data Data Systems.
Ex: Section Heads of each MOHAP department . . . .
Finalize requirements, resolve queries
and address concerns pertaining to the
data belonging to the key Data systems.
Accountability for all aspects of data
governance and quality in Business
Unit.
Review and Approval of sensitive or
classified data prior to sharing with
requestors.
Department which has central Defining the usage and accepted terms
Data Owner | responsibility for Data Governance. of Critical Data Elements (CDEs)
Ex: Statistics and Research Center published in a data dictionary.
Identifying , resolving and escalating
high priority/impact data quality issues.
Providing overall data management
strategy, ongoing sponsorship,
leadership, active engagement, and
incentives within their Business Unit.
Individual responsible for the Maintaining of physical and system
Data operation and management of security as per data classification.
. systems and servers which collect, Complying with applicable Enterprise
Custodian manage, and proylde access to data. Services policies, standards and
Ex: IT or Network Engineers/Analysts, Data T
Base Admins, ETL resources etc. gwdellnes.
Implementing tools for data collection
and analysis to support the work of
multiple roles.
Individual responsible for Assisting data providers for the delivery
Performing data collection, collation, of data to the organization.
Data validation and analysis activities, Supporting the development of a
Analyst including verifying data quality; standardized data governance
Exf StgtlSthlans, Bio-Statisticians, Data framework.
Scientists , Business Analysts , Consultants .
otc. Supporting the development and
maintenance of suitable technical
environments for hosting the data
management and analysis framework;
Finding and extracting value from data
2l the vEe o el 6 & sets using the data dictionaries and data
organization. A data user is anyone catalog_s. .
Data Users | who extracts value from data . Interacting with other members of data

Ex: Statisticians, Bio-Statisticians, Data
Scientists , Business Analysts, Consultants etc.

governance like custodians and
business owners.

Bringing attention to data governance
team with quality or credibility issues.

14




Following appropriate security measures
to protect sensitive data.

Table 1 - Data Governances Roles and Responsibilities
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6. DATA GOVERNANCE
6.1 Definition

Data governance comprises of overarching policies, processes, standards, and metrics
which ensure data is created, processed, distributed, and used efficiently and effectively
within an organization. An Effective data governance ensures that data is consistent ,
trustworthy and used as intended.

The MOHAP possesses a strong and robust enterprise Data Governance framework for
meticulously managing its’ vast volume of data spread across its numerous
departments, facilities, centers and associated offices.

Data Governance also plays a pivotal role for MOHAP in the collection and sharing of
key healthcare data to and from numerous Internal and External entities, Governmental
Agencies, Private Companies, Emirate-wise Statistics Centers, Universities and others.

Data governance is a set of processes, policies, and
standards defined for managing information within the

~ D (@ ) (@
&y P P

Data Governance

Ensures

\ /

Standard communication

processes across COEEIR SRR NG Data Governance

enterprise for mforma_hon_resource sin ensures, all decision
enterprise like makers have right

o  Data Acquisition accesses to complete and

e Decision making ¢ Databases accurate information

e  Problem resolutions e Documents across business

e  Change management o Data Models processes.

e  Escalations procedures e Organizational charts

e ) @& ) @ )

Figure 4 - Data Governance definition
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6.2 Benefits

In general, the implementation of an enterprise data governance framework yields the
below mentioned benefits for any organization;

1.
nabling dat

consistency,
accuracy &
6. completeness
Controlling
Data Access
and Security

2.
Improving
data quality

Data
Governance
5. BenefTits =

Supporting in Maximizing
financial the use of data
performance to aid decision

4. making
Enhancing
business
planning

Figure 5 - Data Governance Benefits

The impact of above benefits from the MIOHAP perspective is articulated below;

® ©

Possession of a vast ocean of rich and accurate
Healthcare Data (Clinical, Statistical and Operational)
at UAE level.

Better planning in terms of health workforce,
infrastructure, policies and health services for citizens

Astute interpretation , assessment and analytics of Identification of commercialization possibilities of this
this data. data indicating additional revenue streams.

Enforcement of restricted access, use and control of
this data by identified internal and external
stakeholder entities.

Utilization of this data for evidence-based policy
decision-making.

Figure 6 - MOHAP Data Governance Benefits
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6.3 Framework

The below diagram reflects the MOHAP - Data Governance Organizational
Framework comprising of the list of Key Governance Authorities, Internal and External
stakeholders and Data Request/Approval flows.

MOHAP DATA GOVERNANCE STRUCTURE

|

MOHAP Top Management
Governmental Entities
Key Request Reviews Request Approvals
%
|l
Medical Facilities
Statistics & Research Center (Data Owner)
CDO (Chief Data Officer) Daxi Rt e
N UNIVERSITY
=) =—wo1
Gy Ag : SLAs, Confid lityForms  yniversities
El—]
==
™ i i " BusinessOwners Data Analysts Data Users T
kit (MOHAP IT — External Entities System
& Quality ° [i9coah
Integration) EEH|
a8 e :
= Data Requests L
ooo
oooo
joooog
IHIIII =
Data Requests Data Responses 1 1]
Others.

sutnessowners 0,0, 181161
8 8 8 8 8 8 8 &

Digital Health Public Health Organ Transplant Drugs Others

INTERNAL ENTITIES

Figure 7 - MOHAP Data Governance Structure

1. Data Governance Cabinet
This cabinet consists of the MOHAP Top Management working in MOHAP with the
aim of providing health care that is responsive to the needs of individuals and falling
in line with the development and future vision of the state in all sectors and strives to
be the world's best in all the services provided to people living in the UAE.

Key Data Governance Activities

Member Chief Data Governance Role

Oversee all policies, laws and activities pertaining to Data Governance.

MOHAP Top Provide official Approval on sharing any data related to National Agenda,
Management International Organizations and Newspapers/Media.

Provide official Approval on sharing any data to Private Sector companies.
Represent MOHAP in Service Level Agreements with external entities

containing terms and conditions on data sharing.
Table 2 - Key Data Governance Cabinet
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. Central Data Request Governance Body

STATISTICAL & RESEARCH CENTER (SRC) is the chief Data Owner
Custodian and Request Platform for all Healthcare based Clinical,
Statistical and Operational data in UAE disseminated from MOHAP.

- The Director of this department serves the role of Chief Data Officer who is
responsible for all the data within the organization as well as all data for UAE
health across the country.

. The Section Heads of each Section in this department namely Statistics,
Research, Disease Registry and Data Science & Informatics, play the role of
Business Owners having the best subject matter expertise on their respective
Data Sets and provide official approval on certain Confidential data.

. The Data Analysts/Users of this department essentially collect various Statistical
Data from relevant internal and external entities across all emirates, with the
ultimate goal of data aggregation and generating UAE level data. This is used
for reporting in areas such as WHO core indicators, National Agenda 2021
indicators, Sustainable Development Goal indicators etc.

. As per the Ministerial Decree No 4259 of 2017 , The Statistics and Research
Center (SRC) of MOHAP is the only entity authorized to review and approve all
UAE level healthcare statistical, clinical or operational data before dissemination
with other internal or external entities. All MOHAP departments must respect
all stipulations of this decree thereof.

. A detailed SARC Request Workflow is present in Appendix section - 9.1 SARC
Request Workflow which exactly describes the overall data request process;

Request Platform : All the requests related to statistics have to be
requested through statistics section request email address
(sarc.request@mohap.gov.ae).

Request Prioritization : The request received are prioritized by the handler
depending on defined SRC guidelines for request priority. Every request
received will be responded as per the defined priority.

Request Assignment : Received request has to be allocated to a particular
section as per request type (statistics, research or national disease
registry). The individual Section Heads are responsible to allocate the
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required request to the personnel from their respective section. All the
requests are required to be assigned to any particular staff within 24 hours
from the receipt of the request along with the priority specified for the
request. The staff in-charge of SRC will inform the requestor about the
estimated time of completion for the request.

Request Assignee Responsibility : Assigned person has to respond with
the expected time required for resolving the request. In order to aid Data
Quality and Consistency, Below steps are mandatorily performed;

a) Standard Report Template : Once the data is ready, the
staff has to conform to the official MOHAP - Government Communications
format standards for Report Data is present in Appendix section - 9.3
SARC Report Template

b) Data Peer Review : Thereafter the staff has to assign the
request to another peer for peer review of the request resolution before
sending response to the requestor.

Request Management Review : For any request which requires sharing of
confidential information, an approval is required before sharing this data
with the requestor. The approval should be taken from the SRC Director
and/or H.E. Undersecretary of the Ministry along with a confidentiality
agreement which is required to be signed by the requestor’s director or
above level and shared back by the requestor to SRC. In case, no
approval is provided by the requestor then the request will be refused and
stands cancelled.

Request Closure : Once the data is ready, It is incumbent upon the
SARC.REQUEST team to thereafter share the final data with the
requestor post validation and post approval process.

. As an example of Data Governance Journey, In the appendix section - 09.2 Data
Governance Journey , SRC Sections - Statistics and Disease Registry data is
present which contains the End to End Data workflow of each Data Set being
worked on by the respective section, right from the Data collection from Source
System, to Data Processing/Aggregation on received data, Final Data
publishing and Data Dissemination to identified stakeholders.

3. Central Database Governance Body
As articulated in Data Architecture section, the Data from various Systems
internal and external to MOHAP are extracted and stored in designated system-
specific Databases which are governed by MOHAP-IT department. The MOHAP-

20



e
S S2O] G2 O 520

S 72 0] G0

72

&V s&ﬁ

AT
S/ *,r

N SZ5

2
2

72

)
u

*,tv\ Vjtv\‘

CZH 57

VISV

7Ol 7

S/

R R LR R IR R IR

bR
u
NS

i
S/

R e e T R e R R e s

o7
LK
S

IT systems also have direct integration with couple of the External Entity systems
such as Licensing, Birth & Death, HIS etc.

4. Internal Entities
These are various internal departments of MOHAP such as Licensing , HR , Public
Health and Prevention etc. Each of these are custodians of their own local data
however are obliged to share data on need-basis with SRC department as well as
officially send their data requests to the SARC.REQUEST platform.

5. External Entities
These refer to those organizations which are such as outside the MOHAP
ecosystem Governmental Entities Ex: DOH (Department of Health — Abu Dhabi),
Private Companies, Universities etc. There are Service-Level agreements for
data sharing signed between MOHAP and some of these External Entities which
facilitate co-operation , compliance with relevant methodologies, support of
statistical and research integration , provision of data-exchange framework and
avoid duplication of statistical work performed.

In relation to Health Data Sharing, MOHAP is adhering to the Cabinet Resolution
No. 32 of 2020 which is concerned with use of Information and
Communication Technology in Areas of Health.
This is a Health Data Law centered around obligations for the collection,
processing and transfer of health data by a broad range of entities within the
UAE, including healthcare providers, health insurance providers, healthcare IT
providers and providers of direct and/or indirect services related to the healthcare
sector.
It has a series of articles pertaining to below areas;

Definitions of Consent and Person’s Identity Details;

Health Authorities and Concerned Authorities joining the Central System

Persons authorized to access the Central System

Controls for permission to use the Central System

Conditions and Controls for Using the Central System and Sharing Health

Data and Information

Controls for Saving Health Data and Information by Means of Information and

Communication Technology

Cancellations and many other aspects.
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Additionally, The Service Level Agreements (SLAs) signed between MOHAP and
External Entities typically highlight the adherence to the terms set in the SLA
without prejudice to the inherent competencies of each entity across a series of
articles pertaining to below areas;

SLA Area ‘ Salient Features

- SLA aims to establish closer statistical and research
cooperation between the entities which complies with
relevant methodologies, supports statistical and
research integration across country and help prevent

Objectives statistical work duplication.

. Provide framework for exchange and reproduction of
data.

. Promote compliances with local and international
methodologies, stands and data quality improvement.

. Optimize use of administrative records in UAE.

For each Data Set there are certain co-operation/agreements
between the entities;
- Entities agree to co-operate in the exchange of data
and information within stipulated time frames.
. Entity 1 agrees to provide MOHAP data to facilitate
identification of certain Key Health Indicators in UAE.
- Raw Data for certain data set will be shared between
both entities.
- Entities shall provide data that facilities statistical work
and caters to Urgent, Important and Adhoc requests.

Co-operation

- Request to be made within mechanism of cooperation.

Adhoc- . Period of data availability shall be within 1-5 working
Requests
days.
. Data will be exchanged securely through official
Data shared folders , usb pen drive or email basis data
Exchange size.
Properties . IT departments of each entity will be involved to
ensure safety of data transmission.
. Both entities to agree on performing data checks for
Data Quality correctness and accuracy prior to sharing.

. Written notification to be shared by either entity basis
edit on shared data.
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i Data
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5‘\1’,’;‘ copyright. Neither entity may fully or partially

et reproduce such data without written permission and
Y Data source acknowledgment.

Reproduction . Both entities to respect flagging of data which is non-
S publishable and thus used only for internal purposes.

(>

S W

) - Entity who is not prime source of data will cite other
e entity as source in any publication or data release.

Y

§~\:"J - Focal points will be nominated by each Entity for
’-‘\}.“? regular follow-up of SLA performance and assess

LG Co-ordination commitment of each entity towards SLA terms.
Y Arrangements _ _ . .
,gg;‘ - Details of focal point such as Name, Designation,
el Phone and Mail shall be documented.
D)
S . Entities shall seek to amicably resolve any emergent

ISt disputes by first involving designated focal points and
&K general coordinators.

7

::" Dispute - Event of failure to resolve issue by focal points shall

P Handling lead to representatives from each entity to jointly
N endeavor to resolve the issue.

Y
Qg,,";i - Ifissue still persists then respective Board of Directors
:\:r'.‘ of each entity to get involved to resolve issue.

S
g;foj Any official correspondence among Entities shall be written in
K Notification Arabic Language and addressed to the nominated focal
points.

R
N
30 '4
S 23

SN

XY

B2



. The entities may review and update present SLA basis

request for either entity.
Amendments ) )
. SLA update to come into effect only after written and

signed agreement is completed by both entities.

Table 3 - SLA salient features

6.4 Ownership

In MOHAP, Data is gleaned from multiple external entities as well internally created.
Thus, it is essential to explicitly define and state the ownership of this kind of data. A
decree was also signed by the Undersecretary of the MOHAP, as an official policy to
manage Data Ownership.

Below are the two types of Data Ownership possibilities related to the MOHAP Data
Governance system;

a) MOHAP Ownership

Any data which is created within any of the departments or facilities in MOHAP
ecosystem is considered to have MOHAP Ownership. This data is safely stored
in a secure shared-folder server with access provided to only those relevant
individuals/roles who need to either review, work or share that data. As
mentioned earlier ;

NOTE : Essential ownership of all UAE healthcare data lies with the

Statistical and Research Department of MOHAP.

If any externally sourced data is utilized for creating or modifying any MOHAP
data then that external entity is mandatorily stated as an official data source for
that data.

For Ex: If Manpower Raw Data from Department of Health — Abu Dhabi (DOH) is
utilized to calculated any particular indicator For Ex: Health Workforce Density;
then its explicitly stated that DOH was the source for that data.

b) External Ownership
=% Any data which is not created within the MOHAP ecosystem and has originated

from any external entity ie. Governmental Entity, Private Company , Research
Institute or Medical Company etc., is considered to have External Ownership.
This data is typically obtained based on Service Level Agreements (SLAs) or
official agreements signed with the concerned entities.
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++ Designated focal points of the external entities are responsible in disseminating
their data in a timely and secure fashion with MOHAP. If their data is utilized AS-
IS by MOHAP for any report, raw data or indicator calculation then that
designated entity is explicitly credited as the Original Source for the data.

6.5 Policies

Policies related to Data Governance typically contain a set of rules for safeguarding
Organization-wide data and establishing standards for the access , usage and integrity
of this data. The chief purposes for this policy is to accentuate data criticality as well as
promote a culture of data security involving active role of all stakeholders.

A policy document created by the SRC department named with document SARC
Request Policy code# USO/Admin/138 can be found on MOHAP Open Data website.
This is used as an example of the one of the core Data Governance Policy documents
within MOHAP.
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7. DATA QUALITY

7.1 Definition

Data Quality is a measurement of the condition of Data in terms of Consistency,
Validity, Accuracy, Uniqueness, Timeliness and Completeness. On account of the
continuously increasing volumes of diverse data present in MOHAP spread across its
various departments, It is of utmost importance that this data is factually accurate,
perspicuous , shareable and actionable for key decision-making and insights. Hence
special focus is laid upon Data Quality in the entire MOHAP data ecosystem.

7.2 Dimensions

The Dimensions of Data Quality are a set of defined data measures which relate to
multiple data attributes, records , tables , systems, sets etc. which help describe the
quality of data existing in an organization. Below mentioned are the Key Dimensions
which are considered in all undertaken practices throughout the process of handling
data, from acquisition, to implementation, distribution and analysis.

TIMELINESS

Measurement of time between
when data is expected and

when it becomes available for
use.

CONSISTENCY

Measurement of compliance
with formats, values and
definitions across multiple
datasets.

UNIQUENESS

Measurement of singularity in
recording of deduplicated data.

VALIDITY

Measurement of data
conformity to syntax &
definition, meeting standards
and devoid of errors.

Data Quality
Dimensions

COMPLETENESS ACCURACY

Measurement of availability of Measurement of syntactical and
required data attributes and semantical data correctness basis
conformity to requirements. appropriate documentation, sources or

business rules.

Figure 8 - Data Quality Dimensions

The Data Quality Indicators utilized in the SRC department as a reference which
emphasizes the focus on Data Quality in MOHAP are present in Appendix section - 9.4
Data Quality Indicators.
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7.3 Management Process

The comprehensive MOHAP Data Quality Management Process described below
consists of

Implementation - For continuous improvement of data quality.

Data-Related Support - To enable implementation process by providing IT

support .

Resource Provision -To provide resources and training services.
Data quality management contributes to the processes, roles, standards, and metrics of
data governance, helping to ensure the effective and efficient use of data in enabling an
organization to achieve its goals.

0 IMPLEMENTATION e DATA-RELATED SUPPORT
Data Quality Planning Data Quality Control

Provision of Data
Specifications & Work
Instructions

Requirements Management Data Architecture Management

Data Quality Strategy
Management

Data Transfer Management

=

Data Quality Policy/Procedures

Data Processing
Management
Data Quality Implementation Data Quality Monitoring &
Planning Control

Data Quality Assurance

Data Operations Measurement

Data Security Measurement

Data Quality Improvement

e RESOURCE PROVISION

Review of Data Quality Issues

Requirements Management

Provision of Measurement

« Criteria

Measurement of Data Quality &
Process Performance

Data Quality Organization

. Management
Data Cleansing

Process Improvement for Data
Nonconformity Prevention

Human Resource Management

Evaluation of Measurement
Results

Figure 9 - Data Quality Management Process
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7.3.1 Implementation Processes

Main-

Sub-Process

Overview

Process

Data Quality
Planning

Data Quality
Control

Data Quality
Assurance

Overview

It is bolstered by the existence of MOHAP
Strategic Plan focusing on client requirements and
continuous improvement of Data Quality
Management System (DQMS).

A set of detailed processes, policies, procedures,
and plans have been created to detail the actions,
levels, cost, resources, and capabilities required to
achieve these objectives.

Requirements Management

Identification of Stakeholder needs and
expectation in terms of legal & regulatory
requirements relevant to DQMS.

DQ Strategy Management

Definition of Data Quality (DQ) Strategy with
vision, long and short term goals, roadmaps etc.
communicated through internal channels and
outcome reviewed quarterly.

DQ
Policy/Standards/Procedure
Management

Documentation of Manuals defining boundaries
of DQMS, Policies towards strong DQMS,
Procedures _to support compliance with standards
and Forms as evidence of implementation of
documented procedures.

DQ Implementation
Planning

Overview

Formulation of Plan for Data Quality
Implementation inclusive of DQ scope, target and
resource allocation.

It is fostered by preparing implementation plan and
processes that create, use and update data as per
specific work instructions

Provision of Data Specs. &
Work Instructions

Development of specifications describing data
characteristics used for Data Processing and
Control through quarterly reports preparation.

Data Processing

Adoption of FCSC System for performing data
C.R.U.D operations in accordance with data
specifications and work instructions.

DQ Monitoring & Control

Overview

Establishing DQ Monitoring and Control basis
Risk Identification, Analysis, Impact and Priority.

It is undertaken to measure Data Quality levels
and process performance used as evidence to
evaluate impact of poor data on business
processes.

Review of Data Quality
Issues

Initiation — Responding to issues and non-
conformities raised through data processing by
internal or external stakeholders. Analysis —
Review and investigation of above issues/non-
conformities to find trends/patterns in non-
conformity and to check if stakeholders needs are
being met or not.

Provision of Measurement
Criteria

Determination of Data and processes
measurement and Development of Key
Performance Indicators and Measurement
methods.
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Data Quality
Improvement

Measurement of DQ &
Process Performance

Establishment of measurement resources and
Measurement of DQ levels and process
performance levels.

Results

Overview

Evaluation of Measurement

Analysis of measurement results of data quality
and process performance and Evaluation of their
impact.

It involves analysis of the root cause behind data
quality issues based on Data Quality assurance
activities. The aim is to prevent future data issues
by correcting current ones.

Root Cause Analysis &
Solution Development

Analysis of root cause of Each DQ issue and
effect on business process is gauged. Thereafter
solutions to eliminate root cause are proposed
basis feasibility.

Data Cleansing

Correction of identified data non-conformities
in the available Data Set and development of
actions to prevent recurrence of actual/potential
non-conformities.

Process Improvement for
Data Non-Conformity

Making improvements to activities, outcomes and
resources of processes and evaluation
effectiveness of process improvements
implemented.

Table 4 - Data Quality Management - Implementation Processes

7.3.2 Data Related Support Processes

Main-
Process

Data-
Related
Support

Sub-Process  Overview
It provides the implementation process with Input data, Control
Overview Information and support for continuous improvement of Data
Quality.
Data Entailing exchange and sharing of organization-wide common
Architecture data and Management of organization-wide data-related artefacts
Management to be used within MOHAP ecosystem.
Data Transfer Recording of data transfers for analysis and checking that data
Management transfers meet applicable data specifications and work instructions.

Data Operations
Management

Provision of environments to ensure efficient processing of data
and Management of data-related software and tools for data
modelling, quality analysis and cleaning etc.

Data Security
Management

Establishing of data security criteria, management of data
access authorization and audit of data security.

Table 5 - Data Quality Management — Data-Related Support Processes
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7.3.3 Resource Provision Processes

S Sub-Process  Overview
Process
Overview It provides and controls organization resources required for the
performance of Implementation and Data-Related Support.
Establishing units supporting data quality management and
DQ Organization ensure important decisions on DQ issues are taken. Clear
Resource Management escalation process is established to ensure decisions are taken at
Provision correct organizational level. Documented data is also managed
here.
:::)aul:ce Provision of data quality knowledge and skills, data quality
Management personnel and knowledge management.

Table 6 - Data Quality Management — Resource Provision Processes
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7.4 Issues

Below mentioned are a set of general quality issues encountered whilst receiving data
from external sources or at times even in internally created data items;

Incomplete data : Laden with missing or blank items. Ex: Table/File having
blank data under Gender field.

Table: Manpower
Name Gender Facility
Abdullah Male Hospital

Maryam © Clinic

Inaccurate data : Which doesn’t conform to the specified requirements. Ex:
Data requested for Entry-Level Nurse however data received for Senior Nurses.

File 1: Expected Data File 2: Received Data
Name Designation  Facility Name Designation  Facility
Fatima Junior Nurse  Hospital Hospital
Ameera Nurse Intern Clinics Halima Clinics

Invalid data : Filled with erroneous or ambiguous content. Ex: Having data of
Males in a Pregnancy related clinical data report.

File: Pregnancy Data
Delivery Mode of
Type Delivery
Jamila Spont. Vertex

Assisted Breech

Obsolete data: Data which is no longer valid. Ex: Latest data requested
however received data older than 5 years.

File 1 : Expected Data File 2 : Received Data
Emp ID Designation Year Emp Id Designation
1234 c Sr.lt ¢ 2021 1234 Consultant 2016
OF}SU an 5678 Test Lead 2016
5678 est 2021
Manager
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Duplicate data : Multiple instances of same data in a single file. Ex: Multiple
records of the same Employee with same Employee Id but different department
details in a file.

File: Employee Data

Department

Salama HR
Salama Finance

Inconsistent data : Data which is contradicted across multiple file versions.
Ex: Variance in data of patient across multiple files.

File 1 File 2
Emplid Name Nationality Empld Name Nationality

1234 Ahmed Egyptian 1234 Ahmed Pakistani
5678 Omar Indian 5678 Omar Jordanian

Data downtime : Corruption in data on account of environmental or tool
related issues.

Ex: Data sharing latency on account of environmental or server issues present
with Source system.
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7.5 Activities

Measures to eliminate Data Quality issues which were mentioned above are undertaken
by all Data Governance Roles (as applicable) of each MOHAP Department. The typical
activities carried out to ensure Data Quality are highlighted below;

Updating
Updating of missing data through
verification from multiple systems.

Planning

Sharing of precise data requirement templates
in Excel/Word/Email format etc. to ensure
correct data is received.

Standardization
Applying International Standards

(SEER,ICD,AJCC) on certain

Auditing

Examination of Data to check

conformance with specified : ¥
d try data.
requirements. Else communicate Data mScERRI e
back to source. H
Quallty Conducting Meetings
Cleaning A Ct ivi t ies Synergistic communication with

stakeholders through
mails/phone/meetings for discussing and
sorting data issues.

Duplicate removals, Error
rectification, Null Value
management.

Benchmarking

Comparing current data with

historical data to ascertain
accuracy.

Peer Reviewing
Review performed by fellow
colleagues to cross-verify and

double-check the data.

Figure 10 - Data Quality Dimensions

In addition to above activities the final confirmation on the veracity of sensitive or critical
data is provided by the Management Review in MOHAP either at Undersecretary or
Department Director or Department Section Head level.

Basis which the final data is published and shared with external local and international
entities.

Below is the mapping of above Data Quality Activities to the Dimensions of Data

Quality;
Data Dimension Data Quality Activity
Consistency Planning , Auditing
Validity Auditing , Standardization
Completeness Updating
Timeliness Conducting Meetings
Uniqueness Cleaning
Accuracy Peer Reviewing, Benchmarking

Table 7 - Data Quality Dimension - Activity Map
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7.6 Metadata Management

5.6.1 Overview

Metadata management plays a pivotal role in MOHAP data governance by empowering
all Data Users to derive value from the diverse and rich data sets they have at their
disposal. Metadata is essentially data about data, which enriches the users with the
information they need to add context to this data. Common metadata elements in data
include title, description, tags, categories, author, modification dates, lineage, and more.
Metadata management is a key component of data governance since it addresses
many of the core issues that governance initiatives are designed to combat such as lack
of standardization, ambiguous data ownership, undefined data quality rules, data
security concerns, compliance concerns, an absence of lineage, communication issues,
categorization problems, and more.

5.6.2 Examples

Below are existing examples of Data Dictionary files that facilitate Metadata
management. Essentially these files contain the Numerator, Denominator, Reporting
Frequency, Calculation Methodology , UAE /International Data Sources and numerous
other relevant data for the gamut of Health Indicators calculated and reported by
concerned departments in MOHAP.

Area Description

WHO Core
Health
Indicators -

Data Dictionary

This document provides the metadata definitions and year-wise values for the
list of WHO Core Health Indicators which shall be used by the MOHAP in
accurate calculation, documentation and eventual reporting of these indicator

values.

All UAE Health
Indicators -

Data Dictionary

This document provides the metadata for all indicators calculated and reported
by MOHAP namely WHO Indicators, National Agenda Indicators,

Competitiveness Indicators, National Health Workforce Account indicators, ILO
indicators and other Quality indicators. It can be found on MOHAP Open Data

with document name - Health Indicators Data Dictionary.

Disease
Registry
Elements - Data

Dictionaries

These documents provide the description and list of data elements/items across
Disease Registries related to National - Injury & Poisoning , Diabetes,

Cardiovascular and Cancer registries in UAE.

Table 8 - Metadata Data Dictionaries
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7.7 ISO Certification S,
The MOHAP was awarded in the year 2021 with the : Iso:
International Organization for Standardization (ISO) NS ¢
Certificate of Compliance (ISO 8000-61:2016) towards 1SO 8000-61:2016

Data quality management - (1st
federal government entity nationally
to obtain this accreditation)

Data Quality Management. This is a major milestone
which signifies the excellent adherence to Data Quality Standards basis
actual implementation of Data Quality measures by each department of
this organization.

Overview : SO 8000-
61:2016 specifies the
processes required for data
quality management. The

CERTIFICATE

of Compllance processes are used as a
reference to enhance data
This is to certify that the Data quality management: Process reference q uallty. land assess' pro'cess
o Certificate No.: capability or organizational
21.67.AE401807.00 . .
Original Approval: maturity for data quality
MINISTRY OF HEALTH AND PREVENTION. cortme e ance: management.
Ministry of Health & Prevention, Muh.aisnah 2, Moh.ammad Bin Zayed Road, 18t April 2021
P.0. Box 1853 - United Arab Emirates Certificate Expiry:
Upon request from the management ofMINl‘STRV OF HEALTH AND Ill-t]a[-‘(;:‘:'lt:]l'if:gfltn It defi neS CharaCteriStiCS Of
I i s ot setd i e, e s information and data that

determine its quality, and

ISO 8000-61:2016 provides methods to

manage, measure and

improve the quality of
IN RESPECT TO THE PROVISION OF COMPREHENSIVE, INNOVATIVE, . .
AND FAIR HEALTHCARE SERVICES AS PER INTERNATIONAL | nfO rmation an d d ata .

STANDARDS, AND PERFORMING THE ROLE OF HEALTHCARE
REGULATOR AND SUPERVISOR THROUGH HEALTHCARE SUPPORT.

It specifies the processes
required for data quality
management. This
specification is used as a
reference for assessing
and improving the
capability of the processes
or increasing organizational
e == maturity with respect to
s AR LSS data quality management.

Director of Certi
ACS W3 Solutionz

04 - ;
=S g is intended for use by

Figure 11 - Data Quality ISO Certificate those actors that have a

vested interest in information or data quality.
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8. DATA SECURITY AND PRIVACY:

8.1 Definition

Data security consists of policies, procedures and processes for protecting data from
unauthorized access, accidental loss and destruction. Whereas Data Privacy is an
aspect of data protection that addresses the proper storage, access, retention,
immutability and sharing of sensitive data. This section specifies the key aspects and
implemented protocols for Data Security in MOHAP along with a snippet of the laws and
policies pertaining to Data Security and Privacy.

Considering the MOHAP possesses a vast amount of sensitive clinical , administrative
and operational healthcare data at UAE level, It is of paramount importance that this
information be safely secured and protected from unauthorized access, malicious
attacks and data exploitation. The data should also be disseminated only to trustworthy
and intended recipients.

The Security and Quality Teams of MOHAP-IT department regulate and govern the entire
MOHAP Data Ecosystem in terms of security and privacy. They maintain and processes
information related to the organization, its employees, customers, and others who avail
of its services. Recognizing the importance of the Information assets and the need for
protecting them, they have implemented the Information Security Management System
based on the international standards ISO 27001. They have also developed an
Information Security Framework (described in below diagram) containing processes that
define policies and procedures around the implementation and management of
information security controls.

ISMS Manual
Security Objectives
~ Supporting Policies
Security methodologies
Information Security Procedures

Figure 12 - MOHAP Information Security Framework
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In general, below protocols related to IT Security are typically followed;

Password Management and Two-Factor Authentication

Utilization of strong Password Managers to help set strong/unique passwords
across different devices.

Enforcing multi/two factor authentication for all accounts to ensure authorized
entry into the MOHAP network.

Email Vigilance
Guiding employees to be aware of suspicious requests, attachments, links,
forged sender identities etc.

Phishing Awareness

Educating the employees in checking the sender of an email or look at
URLs/attachments before clicking and informing MOHAP-IT in case of any
suspicious mails/links.

Employee Training

Teaching the employees about social engineering and tactics which are used by
professional hackers/scamsters to exploit vulnerabilities in human nature. This
will lead to employees making better informed decisions related to secure usage
of their systems and authorized access to various areas in the MOHAP network.

Avoiding Personal Devices at work

Recommending the employees to use designated laptops provided by MOHAP
IT for official uses and avoid usage of personal devices such as laptops, usb
drives , external hard disks etc. in office premises.

Using VPNs
Enforcing the safe access of MOHAP online infrastructure at homes by
mandating download and usage of official MOHAP VPN on home network.

Strong Firewalls

Enhancing cyber security by implementing strong firewalls which can identify and
control applications on any port, control circumvention , scan for viruses ,
generate alerts and control to-and-fro network traffic.
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8.2 Key Aspects

There are three core elements to data security, namely Confidentiality , Integrity and
Availability. These concepts are also referred to as the CIA Triad, functioning as a
security benchmark model and framework for top-notch data security. Here’s what each
core element means in terms of keeping sensitive data protected from unauthorized

access and data exfiltration.

CONFIDENTIALITY
Data confidentiality is an
integral security service
for data protection. It
ensures data is accessible
and available only to
authorized parties.

= )
=

INTEGRITY
Data integrity is the
assurance that data can
be accessed or modified
only basis approved
authorization. It involves
maintaining the
consistency and
trustworthiness of data in
its entire Lifecyle.

=
—

AVAILABILITY
Data Availability is a
security aspect which
ensures systems that
store data and associated
networks are available
and accessible to the
users when they need
them ensuring critical
business process run
uninterrupted.

Figure 13 - CIA Triad

The Federal Laws in relation to ICT(Information Communication Technology) in health
fields drafted by the UAE President lays special emphasis on the Confidentiality,
Availability and Integrity aspects of data.

Likewise, MOHAP has developed their data security protocols focusing on Data
Sharing, Data Storage and Data Access as well as formulated key security policies on

the basis of the CIA model.
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8.3 Protocols

The protocols mentioned here are the actually implemented steps undertaken chiefly by
the MOHAP-IT Security team for ensuring Data Security and Protection across the
entire MOHAP ecosystem. These measures are in line with the associated Federal Law

and Policies.

Below are the typical Security Measures undertaken by the MOHAP-IT Security Team
across 3 pivotal areas of Data namely — Storage, Access and Sharing.

Area Security Measures

Password-Protection on files being shared
externally and internally.

Secure file transfer system recommended for
external data sharing.

Email security gateway used to monitor all the
information passed through email.

USB ports disabled on all user system unless it is
approved by the management.

Audit tools used for file servers auditing.

Access to information managed through identity
and access management system.

User accounts do not have privilege accesses.
For privilege access, users use separate account
which is managed through privilege access
management solution.

User accounts reviewed on regular basis.

Vendor accounts reviewed on monthly basis.

Use of non-default passwords enforced adhering
with MOHAP security policy and disable default
account wherever applicable.

Role based access controls for data
implemented.

Sharing Data
Sharing
Step2
Access p
Data
Access
Data
Figure 14 - Security Measures Storage

Enforcement of data storage on centralized
storage servers.

Back-up of storage servers on daily basis and
utilization of strong encryption.

Updating version of all devices including servers
and storage dedicated to MOHAP with the most

recent OS, applications and antivirus version and
its patches.

Implementation of Database Hardening.

Audit and monitoring of sensitive data.

Usage of Non-default ports and named
instances.

39
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8.4 Federal Law

Information and communication technology (ICT) plays an integral role in supporting the
delivery of quality healthcare services through the provision of new and efficient ways of
health data access, communication, usage and storage.

Accordingly, The UAE passed Federal Law No 2/2019 (ICT Health Law) which
regulates the use of Information and Communications Technology (ICT) in the UAE's
health industry with below key aims;

Ensuring optimal use of information and communications technology in

the health sector

Ensuring bases, standards and practices adopted are in line
with their internationally adopted counterparts

Enabling MOHAP to collect, analyze and maintain health information

at the country level

Ensuring the security and safety of health data and
information

Figure 15 - ICT Law Aims
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8.5 Policies

Information Security policies are high-level statements that provide agreed rules for

strategic business related to data in an organization. The below policies are designed to

be followed in the organization to reduce the critical risks from the data threats and
unauthorized access which is not properly managed. The evidences for below policies
are present in Appendix Section - 9.8 MOHAP Security related Policies

Information Security
Policy

Objective

Provides direction for the
formulation, implementation and
management of Information
Security for MOHAP.

Salient Features

Information Security
Framework

. Information Security Policy
statement

Password Policy

Establishes the necessary
security controls of user
credentials for accessing any
information system.

. Password management
systems

. Password communication

. Password History Policy
User account-lock policy
Password composition and
reset policy

Asset Management
Methodology

Defines the methodology for
identification, valuation,
classification, labelling and
handling of information assets.

Asset Identification
Asset Recording
Asset Valuation
Asset Labelling
- Information Asset handling

Internet and Email Policy

Regulates appropriate usage of
Internet and Email for legitimate
business purposes and protects
MOHAP information assets from
related threats and risks.

Internet Policy Statements
Email Policy Statements

Encryption and Key
Management Policy

Ensures that encryption keys
are secured and managed
throughout the life cycle.
Encryption includes: windows
logon, remote access, sensitive
data encryption, emails,
document encryption,
application single sign-on, and
web application logon.

Policy Statements:
General

. Key Size & Algorithm

. Administration & Key
Management

Network Security Policy

Establishes security
requirements for managing
MOHAP’s internal and external
network for appropriate and
secure operations of the
information processing facilities
and protect the confidentiality,

Network Security Policy
Baseline Network Security
. Network Segregation
- Third Party Access
. Network Infrastructure
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flowing through MOHAP’s
networks.

Change Management
Procedures
Network Risk Assessment
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Secure Development
Policy

Defines the policy related to
secure software development
and maintenance. Itis a well-
accepted principle that security
should be considered at the
design stage of the application
or service and not at the
delivery stage as an after-
thought.

Secure System Engineering
Secure System Development
Project Management
Outsourced Development
System Security Testing

*,tv\ Vjtv\‘

CZH 57

VISV

Back and Restore Policy

Ensures that information
systems and business
applications are protected and
recoverable in case of data
corruption or system failure.

Backup Policy for KDC
Virtual Machines

Backup Policy for Hospitals
Virtual Machines
Exchange 2010 and 2016
Emails

SQL Database

Oracle Database

R L L L
5 S/

Risk Management
Methodology

Defines the Risk Management
Methodology for MOHAP with a
view to ensuring that risks to
business operations are
mitigated to the extent possible

Key Responsibilities
Alignment to best practices
Risk Management Workflow
Risk Management Process
Risk Monitoring, Review,
Reporting

R BRI IR

TR e T T R R

o7
LK
S

Table 10 - Information Security Policies
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8.6 Data Confidentiality

% Confidentiality Form:

Form.

Data confidentiality focuses on the protection of data against unintentional, unlawful, or
unauthorized access, disclosure, or theft. Below are couple of areas in the MOHAP
ecosystem wherein Data Confidentiality is implemented;

In the MOHAP-SRC Department, A designated mail handle named SARC
REQUEST serves as the official platform for handling any data requests emanating
from other MOHAP departments and External entities (Ex: DHA,DOH etc).
Whenever a request is received by SARC REQUEST team, which is of a sensitive
or confidential nature, A mandate is imposed on the requestor whereby they must fill
a Confidentiality Form for indicating their acceptance of terms & conditions of data
usage, providing reason(s) for needing such data and specifying details of desired
data items. The form is added in Appendix Section - 9.5 SARC Confidentiality

% Data Set - Confidentiality classification
Each department within MOHAP works on various subject-specific Data Sets. For
each of these Data Sets, It is imperative on these departments to classify the
Confidentiality levels and Access-Groups permissibility levels as per below table.

Description

Data which is publicly available on MOHAP Open
Data.

j Area Values
« Open
. Internal

Confidentiality

Data which needs Management Approval.

Level . Confidential

CVJ.ﬂ N)CVJ.E N)CV.a kN) S7 O] kN,’

Data which needs Confidentially form filled by
Requestor and Management Approval.

/=0,

. Restricted

Data which needs Confidentially form filled by
Requestor and Undersecretary Approval.

Data is accessible for all public.

Data is accessible for MOHAP and External
Entities (Ex: DHA,DOH)

Data is accessible internally for all MOHAP
departments/facilities.

« Public
« External
Access Group Entity
Level . MOHAP
« MOHAP-
SRC

Data is accessible internally solely for MOHAP-
SRC department.

Confidentiality Matrix.

Table 11 - Data Confidentiality Areas

An example of above data maintained by the Statistics, Disease Registry and Research
Sections of SRC department is present in Appendix section - 9.6 SRC Data
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8.7 ISO Certification

The MOHAP was awarded in the year June 2022 with the
International Organization for Standardization (ISO /IEC 27001:2013)
towards ISMS (Information Security Management System). This is
to certify that the Systems used for Providing IT services to the internal
units and external entities are under the control of MOHAP as per

ization
o\%a\" Tor, Ky

$ %

5 <
- 5
o =
] 5
2

NS T

1SO 27001
Information security management

SOA V1.2.
Overview: ISO/IEC
27001-2013
LRQA T BT e 2 helps the organizations to

protect their information in a
. systematic and cost-effective
Certificate of Approval way which gives a trust to its
customers and partners that
it safeguards their data
through the adoption of an

Munaisanan Z5heilin Mohammed Bin Zayed RoaoMext to Ensalat Academy, Sheln Mohammed Bin Zayed IS M S
Road, -

This is to cerify that the Management System of:

Ministry of Health & Prevention

Mext to Etisalat Acagemy. Dubal, United Aralr Emirates

It focuses on three aspects

has been approved by LRQA o the following standards:

ISONEC 27001:2013 Confidentiality, integrity and
Approval numberis): ISOEC 27001 — [O03S504 ava"abmty

The scops of ais spprevl i spplicabis tn: It helps the organization to
IS0OAEC 270012013 .

Frouing 1T S2rom 1o e el usess imis of iy o sl ancl PTevencon and 1 S S10es 35 ot S0A V1.2 understand the various

dated 14-4-2022

requirements of an
information security
management system and
also manage information
security risks implementing
40 audit tools and risk

o AR assessments.

Luks Cunha

It is also invaluable in

Ares Operations Manager - SAMES

e = terms of monitoring,
Sore—omee e meseneee | Teviewing, maintaining and
s i LRI Lo, 1 Tty Par:, ELchmbl Laaa, Gaeigiaen ES7 TES, Uisad Hingem . improving an organ|zat|on
Page 12l
ISMS.

Figure 16 - Data Security ISO Certificate
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9. APPENDIX

9.1 SARC Request Workflow

SARC Request Workflow

( Srart } > Request type?

When the request is
completed, the staff in
charge of SARC has to
assign another staff to

validate the data and make
the needed change

The staff in charge of SARC
will inform the requester
about the timeline to
complete the request

The assigned staff has to
specify the deadline in
which the request would
be completed

All request should be
assigned to a staff ;
member within 24

working hours

—

Statistic

A Peer-review will be done by
athird person in case itis a

; Ry Ve

high priority request or

whenever it is needed

Fill-in Confidentiality
Form

igh priority
request?

&
&" National
Disease —
Registries Once the validation and
approval is done, SARC will
., [&—No
Sproved according sherd the needed data with
SARC Director's approval the Requests Governance 9 the requester
must be obrtained. in the Policy %
Document ?
Darta
X Science and el Inform the requester that the
Informatics request is rejected
N
k3
© [
@ v
\ Research » Via Research.Support@mohap.gov.ae End

Figure 117 - SARC Request Workflow
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9.2 Data Governance Journey
9.2.1 Statistics Data Governance Journey

Source Data Final Data
Activities
Performed on
Data
Naorpe System Data Data File Confident
y . Receipt | Forma | Storage | Access Storage ial Output Stakeholders
Sourc Owner Security
Process t Access
**Which are
the typical
“\Who activities you **Based on
*Name has perform on this this final **With which
**Nam | of Entity *Where *How is **File Source data - - data are any e
- access . Where Who has entities do you
e of Departm | source the format Where A ,Eg - Cleaning, | . other .
. to this e is final access to typically share
Source | ent that system source of is data Standardizatio S reports, KPI Lo
. data ) data this final this final data
Syste owns the | datais data sent | Source | stored which is n, Aggregation stored data or other or report or
m*** System/ stored** to you*™* Data** sentb etc. Give items KPI*B*
Data*** sourcex‘* example**, created?...N
Objective = to ame them**
create Final
Data
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9.2.2 Disease Registry Data Governance Journey

Data
Set

UAE
Nation
al
Diabet
es
Regist
ry

Type of
data

Name of
Source

System
Owner

Source Data

Data
Security

Data

Receipt
Process

File
Format

Storag

Acces

Activities
Performed on Data

Raw data (
According
to Data
Dictionary
)

Riayati
system
All
private
healthcar
e
providers
(Hospital
S,
Clinics),
Labs
treatment
abroad
mortality
data
DOH,
DHA
Central
registries
EHS
facilities

MOHAP -
Statistics
and
Research
Center (
Disease
Registry
Section)

Passwor
d/
Encrypte
d files

Files

shared
through

mail

Excel
files

PC

HIS
Specia
list
Nation
al
Diseas
es
Regist
ry
Specia
list
Diseas
e
Regist
ry
Sectio
n
Head

Data Aggregation
based on raw data

Used for UAE public
health purposes, like
disease control
,guide planning and
evaluation of
diseases control
efforts, prevention,
Screening and to
find the causes of
health outcomes and
diseases in
populations

Calculating all
indicators , KPIs and
burden of disease

Writing annual report
Providing

recommendations
for disease control

Final Data

Data Standardization
- Disease Types,
Gender, Age etc.

Storage co:::::st'al Output Stakeholders
Calc;lllatlng WHO
indicators , c anat?

KPIs and ompanies,
burden of harrL:Zieutic
HIS Specialist disease P .
National al companies
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9.3 SARC Report Template
9.3.1 Cover Page

UNITED ARAB EMIRATES
MINISTRY OF HEALTH & PREVENTION

Statistics & Research Center

Report Title Report Name.......
Report Description Report Description and Summary Text.
De o
Tab 1Name Tab 1 Description Text.......
Tab 2 Name Tab 2 Description Text.......
Tab Summary (If
Tabs)
Tab 3 Name Tab 3 Description Text.......
Tab 4 Name Tab 4 Description Text.......
Tab 5Name Tab 5 Description Text.......
[Author <First Name> <Last Name> <Designation>
Reviewed By <First Name><last Name>  <Designation>

9.3.2 Report

UNITED ARAB EMIRATES
MINISTRY OF HEALTH & PREVENTION

Statistics & Research Center

<Report Name> <Year>

Main Column Sub Column1  SubColumn2  SubColumn3  SubColumn4  SubColumn5  SubColumn6é  SubColumn7  SubColumn8  SubColumn9  Sub Column 10

<Valuel>

<Value2>

<Value3>

<Valued>

<Value5>
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9.4 Data Quality Indicators
9.4.1 Statistics Section

DATA QUALITY INDICATORS STEPS FOR ENSURING DATA QUALITY

+“* Weekly COVID-19 death related Indicators in COVID-19
Data Analysis EPI Week Report.

<+ Percentage of SARC Request tickets Closed
On-Time.

¢ 2020:
« 2021:
= 2022

«» Percentage of SARC Request tickets Peer Reviewed.

1 ACCURACY : Cleaning of Data.

COMPLETENESS : Updating of missing records
through verification from multiple systems.

RELEVANCE : Ascertaining whether data meets
the requirements.

DIVERSITY : Collection of data from different
entities country-wise.

5 REVIEW : Peer and Management Review of data
as needed.

9.4.2 Disease Registry Section

DATA QUALITY INDICATORS

“+ Healthcare Providers submitting required Disease
Registry Data / Total Healthcare Providers (Per Year)

++ Disease Registry Workshops Implemented
/ Disease Registry Workshops Planned (Within Year)

STEPS FOR ENSURING DATA QUALITY

INTERNATIONAL STANDARDS :
SEER,ICD,AJCC etc applied on DR Data.

DATA DICTIONARY : Created with detailed data
items, definitions and rationale.

EDIT CHECKS : Applied on various documents.

WORKSHOPS : Conducted in collaboration with
WHO.

VERIFICATION : Performed on de-duplicated
clinical data by Qualified Cadre.
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9.4.3 Research Section

DATA QUALITY INDICATORS STEPS FOR ENSURING DATA QUALITY

.

“* % of Records Validity (# Valid Records/Total Records)
* Physical Activity

* Smoking
* Obesity
* Diabetes
< BP

“* % of Records Completeness (# Complete Records/Total

Records)
* Physical Activity
* Smoking
< BP

1 VALIDITY : Ensuring survey data is measured
correctly.

RELIABILITY : Collecting survey data with a
uniform and defined method.

COMPLETENESS : Checking inclusion of all
needed values to calculate indicator(s) data.

PRECISION : Ensuring sufficient details captured
in each survey data.

5 TIMELINESS : Collecting updated and timely
information.
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9.5 SARC Confidentiality Form
SARC Data Request Form and Confidentiality Agreement

This document describes policies governing the release of data from Statistics and
Research Center (SARC) at the UAE Ministry of Health and Prevention (MOHAP).

Kindly complete the form and you must indicate your acceptance of the terms and
conditions by signing the Confidentiality Statement.

Reason for Request

Media

Public

Disease Strategy Directorate

Health Board

OO0 0o

Presentation: Kindly specify below:

- At United Arab Emirates, please specify:
- Outside United Arab Emirates, please specify place and the event:

Publication: Kindly specify the name of the journal:

Feasibility study for potential research project

Administrative Decision

oo o

Research project, please provide the following information:

- Ethical approval number:
- Ethical approval date: / /

|:| Others, please specify:

Information Requested (Please specify type of information/data needed):- ---------------
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Confidentiality Statement

Terms and Conditions of released data

You must agree to the terms of use as set out below in order to receive data from
MOHAP Statistic and Research Center (SARC). The data supplied to you remains
the property of MOHAP. To protect against misuse of the data, all requestor must
agree to the following conditions:

MOHAP Statistics and Research Center is to be clearly acknowledged as
the source of the data in any publication or presentation in which it is used.
MOHAP Statistics and Research Center is to be sent a draft copy, prior to
submission to any peer reviewed journal, of any paper based on SARC
data.

SARC may refuse permission for the use of the data in this way if this would
not be in the interests of the UAE MOHAP.

No presentation of the data which could potentially identify any individual
patient, doctor or health care institution is to be made without the permission
of SARC and of the person or institution concerned.

Data released shall be only used for the purpose mentioned in this form.
Any direct contact with the patients to collect additional or updated
information is prohibited, unless it was explicitly approved by SARC or
MOHAP Top Management.

| have read and understood the above rules and | agree to accept the
responsibility for the Terms and Conditions of the released data.

Name
Organization/Department Occupation
Signature Date / /
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For the Use of the Statistics and Research Center at MOHAP

Requester Name:

Requester’s Organization:

Date Received:

Date Issued:

SARC Director’s Decision 1 Approved 1 Not Approved
Comments:

Signature Date: /

68




S/~

S/~ 2

4,/,,
7 N

9
NeSES

s

ALY
\NAY,
A@”J
N S A

SRR

%)

)
/, z&

g
VAN SVINSH NSNS

TR
SO\ SUAO.

VISV

R
S/

o
SO

\'ZB

W
IS
.

9.6 SRC Data Confidentiality Matrix
9.6.1 Guidelines

a) Confidentiality Selection

Open - Data which is publicly available on MOHAP Open Data.

Internal - Data which needs Management Approval.

Confidential - Data which needs Confidentially form filled by Requestor and
Management Approval.

Restricted - Data which needs Confidentially form filled by Requestor and
Undersecretary Approval.

b) Accessibility Group Selection

Public - Data is accessible for all public.

External Entity - Data is accessible for MOHAP and External Entities like
DOH,DHA,MOPA etc.

MOHAP - Data is accessible internally for all MOHAP departments/facilities.
MOHAP-SARC - Data is accessible internally solely for MOHAP-SARC
department.

9.6.2 Statistics Selection

Category Task Public Protected Restricted Confidential 2:::3:5 ‘
Core Indicators Report * Public
1-Health Core
Indicators .
Dashboards Public
Sustainable Development Goals Annual * .
H Report Public
2- Sustainable epo
Development Goals Sustainable Development Goals * '
Public
Dashboards
. Reports * MOHAP
3- Competitiveness
Indicators .
Dashboards MOHAP
Raw Data * SARC
Maternal & Child Indicators * Public
4- Birth Data Maternal & Child Reports (MOHAP * MOHAP
Internal)
Maternal & Child Reports (WHO) * Public
Maternal & Child Dashboards * MOHAP
Raw Data * SARC
5- Mortality Data
Mortality Indicators * MOHAP
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Mortality Reports (MOHAP Internal) MOHAP
Mortality Reports (WHO) * Public
Mortality Dashboards MOHAP
Communicable Diseases Raw Data SARC
Communicable Diseases Indicators MOHAP
6- Communicable Communicable Diseases Reports MOHAP
Diseases (MOHAP)
:I/&grgumcable Diseases (WHO) & * Public
Communicable Diseases Dashboards MOHAP
NCD Data Raw Data / Program Data SARC
NCD Indicators * Public
7- NCD Mortality Data
NCD Reports (MOHAP Internal ) MOHAP
NCD Report (WHO) * Public
g:taalthcare Services (IP,OP, ED) Raw SARC
8- Healthcare
Services (IP,OP, ED ) Healthcare Services Reports * Public
Data
Healthcare Services Dashboards * Public
Healthcare Services (Beds) Data * SARC
Beds Indicators * Public
9- Healthcare
Services (Beds) *
Beds Report Public
Dashboards * Public
1R(:pit:t|5tlcal Annual Statistical Annual Report * Public
Raw Data SARC
Manpower Indicators * Public
; . Manpower Reports (MOHAP) * Public
11- Licensing
Manpower *
NHWA (WHO) Public
Manpower Dashboards * Public
NHWA Dashboards * Public
Raw Data SARC
e !_.ltfensmg Facilities Indicators * Public
Facilities & Pharmacy
Facilities Reports (MOHAP) * Public
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Facilities Dashboards Public
Raw Data SARC
13- Insurance Data Indicators MOHAP
Insurance Reports (MOHAP) MOHAP
* External
14- Data Index Data Index Entity
Raw Data SARC
Mental Health Indicators MOHAP
- Mental Heal Mental Health Report (MOHAP, MOHAP
15- Mental Health* port (MOHAP) O
Mental Health Survey (WHO) * Public
Mental Health Dashboards MOHAP
Raw Data SARC
16- Drugs Addiction
Data Drugs Indicators MOHAP
Drugs Report (MOHAP) MOHAP
Raw Data SARC
. HRH Indicators MOHAP
17- Education Data
(HRH)
Reports (MOHAP) MOHAP
HRH Dashboards * Public
18- Organ Transplant | The Reports (MOHAP) MOHAP
) ) Raw Data SARC
19- Air Pollution
Study*
The Report MOHAP
Raw Data SARC
20- Aging Data* Aging Report * Public
Aging Survey * Public
) Raw Data SARC
21- Neonatal Testing
Data
The Report (MOHAP) MOHAP
Raw Data SARC
22- Dialysis Data
The Report (MOHAP) * Public
Raw Data SARC
23- Fertility Data
The Report (MOHAP) MOHAP
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Collected Data

SARC

24- Telemedicine & Al
Topics *
The Report (MOHAP) Public
Raw Data SARC
25- HALE
The Report (MOHAP) * Public
Raw Data SARC
Immunization Indicators * Public
26- Immunization Immunizations Reports (MVOHAP) MOHAP
Immunizations Reports (WHO) * Public
Immunization Dashboards * Public
Raw Data SARC
) Indicators * Public
27- Labour Medical
Fitness
Reports (MOHAP) MOHAP
Dashboards * Public
Collected Data SARC
) Indicators * Public
28- Hospital
Accreditation
Reports (MOHAP) MOHAP
Dashboards * Public
) Raw Data SARC
29- Malpractice
Project
Reports MOHAP
Collected Data SARC
30- Gender Balance
File R
Reports & Indicators Public
) Raw Data SARC
31- National Food
Security Strate
ty y Reports & Indicators MOHAP
kil Indicators Results MOHAP

Readiness Indicators
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9.6.3 Disease Registry Selection

Work Area Public Protected Restricted Confidential Access Group
Baw d.a_ta of the National Disease Registries * MOHAP-SARC Disease Registry team
(identifiable) only
De-identified Raw data of the National Disease * N Under Data Sharing
o) External Entity

Registries Agreement
Aggregated Disease Registry Data * y Under Data Sharing
(Non-identifiable) External Entity Agreement
Annual Disease Registries Reports * Public
Research Datasets Derived from Registries * Public Approved IRB
Disease Registry Dashboards *
(Aggregated Indicators) MOHAP
D Incid Indicat * Public
Disease Prevalence Indicators * Public
Disease Mortality Indicators * Public
Cancer Survival Indicators * MOHAP
Trend Analysis and Forecast Indicators * MOHAP

9.6.4 Research Selection
Work Area Public Protected Restricted Confidential Access Group
NHNS Data MOHAP-SARC
School Obesity Data MOHAP-SARC
Research Bank * Public
WASH(Water, sanitization & Hygiene) SURVEY * MOHAP
Internal Surveys and Data Collection * MOHAP
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9.7 MOHAP Application Topology

Busines Busin Integratio
Apbplication Apblication Name Service Obiective s Owner Busines e Users of Integrations ns
PP PP s ) Depart s Owner Dri the System  (External Entities) (Internal
river s
ment Entities)
Issue
Birth and Death Notification Birth .
system -Issue a Birth or Death Certificat Adopting the strategy
o . of the Government of
certificate to general public based e UAE to have one
on the notification received from Issue centralized system Requlat 1. ICP
hospitals. UAE law for notification Death incorooratin );” the og / All Hospitals 2. MOJ
of B & D for national population Certificat stakephol dergs which Preventiv Cu?t/om Private & 3. MOCD
. registry.Adopting the strategy of e e . e Govt, 4. FCSA
Blrthsand DI the Government of UAE to have Notificati benefits in having Medicine Dep_artme er Preventive 5. DHA 1. Wareed
ystem . ) One Stop Shop nt Director | experie s 2. SMS
one centralized system on of Still automated solution Dept nee / Medicine 6. MOF
incorporating all the stake holders Birth for birth and death (PMD) Revenu Dept (PMD), 7. MOI
which benefits in having One Stop Issue data analvsis that e Statistics dept 8. DoF
Shop automated solution for birth Age hel uttir¥ health 9. Empost
and death data analysis that help Estimatio s?rgte ie% and
putting health strategies and n national?evel KPls
national level KPls. Certificat ’
e
Chemical Integration with MOI
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9.8 MOHAP Security related Policies
9.8.1 Information Security Policy

1. Introduction

The IT&HIS department of Ministry of Health and Prevention (MOHAP) maintains and
processes information related to the organization, its employees, customers, and others
who avail of its services. Recognizing the importance of the Information assets and the
need for protecting them, IT&HIS department intends to implement Information Security
Management System based on the international standards ISO 27001.This document
defines the Information Security Policy of IT&HIS Department of the Ministry of Health
and Planning.

2. Purpose
The purpose of this document is to provide direction for the formulation, implementation
and management of Information Security at IT&HIS Department of MOHAP.

3. Applicability

This Information Security Policy is applicable to all the information systems, assets,
devices, employees and other personnel covered by the Scope of the Information
Security Management System.

4. Compliance

Compliance to this Information Security Policy is mandatory for all the employees,
contractors, consultants and other personnel covered by the scope of Information
Security Management System. If any employee is aware of an information security
incident he/she should report it immediately to IT Service Desk who will raise a case
with Security team.

5. Key objectives

Information assets of IT&HIS Department shall be protected from threats to
confidentiality, integrity and availability. The objectives of the management system are
defined in the document “ISMS Obijectives”.

6. Information Security framework

Approved by IT/HIS
Information Directors
Security
Policy

ISMS Manual Approvec_l by
Security Objectives Information
Supporting Policies Security Manager
Security methodologies
Information Security Procedures
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7. Information Security Policy statement

The management and employees of IT&HIS Department are committed to securing the
confidentiality, integrity and availability of all the information assets, enhance the trust
and confidence of all stakeholders and customers, and ensure compliance to statutory,
regulatory and contractual requirements.

The goal of secure information system will be achieved by implementation of security
policies and procedures, spread of information security awareness, periodic evaluation of
security objectives, and conduct of internal audits, review and action on incidents, and
planning and implementation of appropriate corrective actions, leading to a continual
improvement of the management system.

78



1. Objective
The objective of this policy is to establish the necessary security controls of user
credentials for accessing any information system.

2. Scope
This policy applies to all systems and applications on all system platforms that require
user authentication (i.e. username and password).

3. Policy Details
All privileged accounts internal systems and applications must have
authentication password with minimum of 12 characters.
All internal systems and applications must enforce regular password change.
All public portals must have authentication password with a minimum of 8
characters
Users shall use complex password.
Users shall change their new passwords the first time they log on to the system.
Users shall change their passwords on a regular basis at most every three
months. Passwords for Service Accounts shall be configured as never expire and
shall be changed by respective administrators at regular intervals.
Users shall not write down their passwords or post them on their screens or
desks.
Users shall not disclose or share their passwords with others.
If user password is disclosed for any system, users shall change it immediately.
Password of Application Administration accounts will be known to MOHAP
Applications Admins and should not be shared with System Admins.
Users shall inform the concerned security team when suspecting any misuse of
their credentials.
Issues should be reported to SOC@mohap.gov.ae

4. Password Management Systems Requirement
Enforce the use of individual passwords to maintain accountability.
Allow users to select and change their own passwords
Enforce alphanumeric password composition rules
Force users to change temporary passwords at first login
Require re-authentication prior to permitting a user to re-access an information
resource after a period of inactivity
Maintain a record of previous user passwords to prevent re-use
Not provide specific feedback to the user if any portion of the login information is
entered incorrectly
Only indicate login failure after both the identifier and authentication information
have been entered
Display the number of unsuccessful login attempts made, since the last time the
user successfully logged in.
The password age should be set to minimum of 1 day this will ensure a set
period of time that a password must be used before the user can change it again.


mailto:SOC@mohap.gov.ae

Not display or allow printing of passwords on the screen while being entered
Encrypt and store password files separately from systems data

Lock, disable or delete vendor accounts after project completion

Not display system or application identifiers until the login process has been
completed

Passwords shall be masked and not displayed as plain-text when they are
entered by a user.

Not provide help messages during the login process that would aid an
unauthorized user

Password of service account will be managed by MOHAP System administrators
and will not be shared with any other team or vendor.

5. Password Communication
Passwords shall not be revealed in conversations, inserted into email messages
or any other forms of electronic or verbal communication.
Passwords shall not be written down, stored on any information system or
storage device.
Initial passwords shall only be valid for the first log-on attempt within a period of
48 hours from the time the password is handed over. Users shall be forced to
change the password on first use.
In case of forgotten passwords, temporary passwords shall be issued only after
positive identification of the user.

6. Password History Policy
User accounts that have system-level privileges granted through group
memberships or programs shall have a unique password from all other accounts
held by that user.
Passwords shall be checked to ensure that they are not identical to any of the
previous 3 passwords for the same account.

7. User Account Lock-Out Policy
Information systems shall be configured to lock the User-ID to the information
system where an incorrect user password has been used 5 times in sequence.
If the account was locked out due to multiple invalid/incorrect password attempt;
the account will be auto unlocked after 30 minutes.
Locked user accounts shall be reactivated by IT Service Team in accordance
with the formal procedures developed and implemented to reactivate user
accounts. These procedures shall require identification of the user and
determination of the reason for the lockout before re-instating the user account
and providing a new user password.

8. Password Composition
All user-level and system-level passwords shall conform to the guidelines described
below:
Passwords shall contain at least one upper and one lower case and one number
characters (e.g., a-z, A-Z).
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1. Introduction

The IT department of Ministry of Health and Prevention (MOHAP) provides IT
services to all otherbusiness units of MOHAP and to other entities. Such services
are provided with information assetswhich are crucial for the IT operations. The
effective implementation of Information Security and IT Service Management
systems requires that details of all the assets are recorded and updated regularly.

2. Purpose

This document defines the methodology for identification, valuation, classification,
labelling and handling information assets, with a view to ensuring that appropriate
level of protection is appliedthroughout the lifecycle of the information assets.

3. Applicability

This document is applicable to the IT services covered by the scope of Information
Security and IT Service Management Systems as defined in ISMS Scope document
and ITSM Scope document.

4. Information Asset Management (IAM) Overview

IAM is a continuous process that aims to identify and classify information assets to
ensure that information, especially business-critical information, is appropriately
handled and protected against threats that can negatively impact the information
asset’s confidentiality, integrity and eventually the business.

5. Key Definitions

A body of information that the organization must have to conduct

Information its
Asset s :
business operations.
Business Application programs that automate the business processes and
Applications contain

the information assets.

Software Asset

Underlying infrastructure of the application, which includes
operatingsystems, databases, and applications.

Hardware Asset

Tangible assets of the organization, such as Servers, Network
Devices and
Peripherals.

Information
Asset Owner

Individual responsible for determining the value, sensitivity level,
methodsto protect the information asset and to do a periodic
review of the same.

Person responsible for overseeing and implementing the

Informa_tlon necessary safeguards to protect the information assets, at the
Custodian e i
level classified by the Information Owner.
. Information assets are categorized into following types:
Information - :
* Primary Asset:
Asset Type

¢ Information




e People
e Process
» Supporting/ Underlying Asset
e Hardware
e Software
e Business Application
The asset type will define the approach to undertake the
classification and
valuation processes.

Classification of assets into classes based on common
characteristics, andwhich need common protection levels to
secure the information’s confidentiality, integrity and availability.
The information asset.

classification represents the sensitivity level of the information
asset.

Information
Asset
Classification

One of the information security pillars that set the
Confidentiality requirements forensuring that information is not disclosed
to unauthorized parties.

Sets the requirements for ensuring that the data and

Ltoouty information is notmodified maliciously or accidentally.
Sets the requirements for ensuring that the data and
Availability information isavailable and accessible to the users when

required.

6. Information Asset Identification, Recording and Valuation
6.1 Asset Identification
The information assets of the organization are identified by the asset owners, who may
be from the IT department and the business units.
6.2 Asset Recording
The details of the information assets shall be recorded in an Asset Register. The Asset
Register should contain the following details:
Asset Identification No.
Asset Name
Related application
Asset owner
Asset custodian
Asset location
Asset type
6.3 Asset Valuation
The value of the information assets is determined using a qualitative method. The
importance of the asset is represented considering the requirements of confidentiality,
integrity and availability.
Confidentiality ensures that the information is only accessible to authorized
parties. The confidentiality value describes the importance of keeping the asset
confidential.
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Availability ensures that the asset be accessible to the users when required.
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Valuation Y-l Confidentiality Integrity Availability
No impact to
businessif the

Open for all (texton .No dire.ct. busir_les.s infor.mation is
the public website impact if |.ntegr|ty is ur_1ava|IabIe. (e..
brochures) ’ compromised. (e.g. internal phone
Low Classification: internal phone directory, location
Public ' directory, location maps, help files not
maps, help files) available for more
than one day)
Minor impact to
Internal employee business if
usage only (internal Minor business information is
phone directory, impact if integrity is unavailable. (e.g.
] policy documents, compromised (e.g. information on
Medium work procedures) information on the intranet not
Classification: web site, internal availablefor more
Internal procedures) than 12
hours up to 24 hours)
Noticeable business
Restricted access impact and Hiah impact to
on a need to know disruption of the gusingss it
basis only (e.g. work process if information is
informationfrom integrity is unavailable (e.g
. other entities, compromised (e.qg. . N
High contracts, financial research Bustlness1 Sgll'at;agy
information) information, r:c?reatxg'nadf ﬁoS:s
Classification: information received
Restricted from other up to 12 hours)
entities)
Serious business Business cannot
Restricted to an . e oo operate at all if
exclusive few only impact if |r1tegr|ty IS information is
. .g., VIP visit details comprom|sed (eg. unavailable.
Very High eg. . | Business Strategy i
new project plans) : ) (e.g. Business
Classification: plans, Financial Continuity plans not
: . records etc.) inuity p
Confidential available for more
than 1 hour)

R N L

Y

o

00

R

2
e

5] S O] SO SO SO SO SO SO SZO] Gl

“

Business Impact = Sum Of (Value for Confidentiality + Value for Integrity + Value for Availability)




XY
S
XD
S
XYM
50
S
S
S
7.;
N7
Y
S
D
S\
XYM
P

SP J

0P

SP 1!
SN
A7)
Y

LX)
SR
N\
NP
NP W
2}
J
SND J
4
S J
J
S J

SND J

SR
SND J
SP

XY

B2

Business Impact is used for assessing the risk in respect of each asset.

7. Information Asset Classification

The obijective of information classification is to determine the sensitivity level of the
information asset.

The classification level mentioned under column “Confidentiality” as part of Asset
Valuation shall be as the Asset classification value.

This Asset classification is used for determining the controls required in respect of
information contained in the assets and the handling of such information — the transfer,
copying, retention and deletion of information.

The Asset classification value shall be recorded in the Asset Register.

8. Information Asset Labelling and Handling

8.1 Asset labelling

All physical information assets shall be labelled, i.e. marked with the unique asset
inventory number.

8.2 Information Asset Handling

Each information asset class requires specific requirements for handling the information

in its various forms.

The guidelines for handling are given below;

Public Internal Restricted Confidential
Company
T All except Managed desktop/laptop,
Storage No restrictions, | &Xternalweb and corporate file
Location and external monitored share or
FTP Servers corporate
database
Validated
Validated strong
Optional strong passwords
Password passwords or multnfactgr
authentication and / or authenticatio
. multifactor n.
Internal authentication Removable
Electronic Unprotected. laptops/deskt _ media:
Storage Encryption ops: Internal Encrypted
Protection notnecessary Encryption laptops/desktop Isolated
advised s: Encryption laptops
Removable mandated secured,
media: Removable encrypted,
Encryption media: _ hardened,
advised Encryption without ngtyvork
mandated connectivity,
USB ports and
printingdisabled,
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stored in secure
vaults when not
in use
Store in a Sfori |r(1j a
Take locked OcKe
PhYSicaI reasonable Container_ Conta"'.]er.
Storage No restrictions. | precautions Restrict access Restrict
Protection to restrict to authorized access to
access authorized
. people.
people.
No restrictions Read: Read: Read:
on read. Information Information Information
Update rights to owner owner owner
Information designates by designates by designates by
owner or role. individual. individual.
Granting of designate Update: Update: Update:
Access Information Information Information
owner owner owner
designates by designates by designates by
role. individual. individual.
- Secure file
Electronic |N1? restr!ctlons. sharing gncrypt?Id. . fOnly by
Transmissio nformation can methods ecure file in ormatl_on
be transferred : sharing owner, with
n advised such )
freely as password mandated encryption.
Encrypted USBs | Should be sent
protected .
files mandated only with
Encrypted passwgrd
protection
USBs
: Should be
advised
transferred only to
secure isolated
laptops
Restrict access to | Restrict access to
the sending the sending
machine during machine during
Reasonable transmission and | transmission and
precautions to | notify the recipient | notify the recipient
Fax No restrictions. | restrict access and

confirm delivery to
recipient.

to stand by for
receipt of fax and
delivery
confirmation.
Password protected
recipient mailbox or
attended receipt

to stand by for
receipt of fax and
delivery
confirmation.
Password protected
recipient mailbox or
attended receipt
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Copying

No restrictions.

In-house copying
preferred. Shred or
place spoils and
overruns in secure
bins.

If outside copying is
used, then the
original should be
returned to the
company, and
spoils should be
destroyed by the

Only In-house
copying. Shred
spoils or overruns.

Only In-house
copying. Shred
spoils or overruns.

supplier.
Destruction Any. Shred or plgce n Shred. Shred.
secure bins
Label all electronic .
Label all electronic
- (e.g., Word, Excel,
Must be explicitly ) (e.g., Word, Excel,
All unlabeled PowerPoint) and :
labeled or . . ) PowerPoint) and
) information should physical .
defined as . physical
. " s be considered documents.
Labeling public" in . documents. Use
" internal unless |Recommend use of )
Company . . watermark option
) otherwise labeled or] watermark option, ; .
Information . ) . | where possible in
e " defined. where possible, in .
Classifications. ) electronic
electronic
documents.
documents.
Owner approval
required and
- signing
Rele_ase - After signing of non-disclosure Should not be
electronically to| No restriction Non-disclosure
. . agreement shared
third parties agreement s . .
ecure file sharing
methods with
restricted access to
be used
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1. Introduction

The IT department of Ministry of Health and Prevention (MOHAP) provides IT services
to all other business units of MOHAP and to other entities. Such services are provided
with information assets which are crucial for the IT operations. The effective
implementation of Information Security requires that risks to the processes, operations
and assets are identified, analyzed, and mitigated.

2. Purpose
To regulate appropriate usage of Internet and Email for legitimate business purposes
and protect MOHAP information assets from related threats and risks.

3. Scope

This policy applies to all users of MOHAP’s Information Systems Assets, including but
not limited to all MOHAP Employees, Employees of temporary employment agencies,
Vendors, Business Partners, and Agents working on behalf of MOHAP.

4. Internet Policy Statements
4.1 Access to internet will be based on business requirements and specific job
responsibilities of the individuals within MOHAP.
4.2 All requests for internet access shall be routed through the IT Manager at each
location.
4.3 Internet user account creation shall be provided upon approval from PMO.
4.4 There shall be four groups of users for internet access, viz. Users Group, Managers
Group, VIP Group and No-access Group.

All the managers of IT shall be part of the Managers Group

All the Directors shall form the VIP Group
4.5 Any exceptions to the policy shall be approved by PMO / IT representative at the
individual locations.
4.6 All user accounts provisioned with internet access shall adhere to MOHAP
Password policy.
4.7 Users shall not download and install any software / application / utility from the
internet. If a user needs such application / utility for business requirements, a request
shall be raised to IT Help Desk.
4.8 All Users shall connect to the internet only through the MOHAP Web Proxy.
4.9 The MOHAP Web Proxy shall log all user activities.
4.10 The MOHAP Web Proxy shall not cache user information and cryptographic
material.
4.11 The MOHAP Web Proxy shall have separate network interface for Outside, Internal
and Management connections.
4.12 The MOHAP Web Proxy shall have only the required TCP/UDP ports enabled in
line with the business requirements.
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5. Email Policy Statements
5.1. All emails entering/exiting the network shall pass through the SMTP Gateway Filter.
This filter device has the capability to scan the email for;

Virus, spyware, malware content

Spam content

Any specific configured rule base scanning
5.2. Any such email is blocked at the gateway level itself and is not allowed to enter the
organizational network.
5.3. Anti-Phishing service shall be implemented to proactively identify phishing emails
(by planting probes on the Internet) and illegitimate use of corporate logos in emails etc.
Actions will be initiated to minimize the impact of any phishing email and to educate the
users of such phishing emails.
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1. Introduction

The IT&HIS department of Ministry of Health and Prevention (MOHAP) provides IT
services to all other business units of MOHAP and to other entities. Such services are
provided with information assets which are crucial for the IT operations. The effective
implementation of Information Security and IT Service Management systems requires
that the systems have security controls for encryption.

2. Purpose
To ensure that encryption keys are secured and managed throughout the life cycle.

3. Scope
This policy covers the systems and networks covered by the scope of Information
Security Management System as described in “ISMS Scope”.
Usage of encryption includes: windows logon, remote access, sensitive data
encryption, emails, document encryption, application single sign-on, and web
application logon.

4. Policy Statements

A. General
Proven, standard algorithms such as AES and RSA should be used as the basis
for encryption technologies.
All transmissions of sensitive data (including but not limited to, identification &
authentication) over the Internet shall use encryption.
Sensitive / confidential data stored on portable / removable media (such as
laptops) shall be encrypted.
Data backup storage shall be encrypted.
All cryptographic keys shall be protected against unauthorized access.

B. Key Size & Algorithm
Cryptographic key lengths shall be at least 128 bits; however recommended key
strength should be 256-bits.
Encryption key length requirements shall be reviewed annually and upgraded as
technology allows.

C. Administration & Key Management

IT shall manage all encryption keys.
Web servers with SSLv3/ TLSv1.3 in strong encryption mode shall be used to
secure sensitive data for publicly accessed services over the Internet.
Cryptographic techniques shall be periodically re-assessed for their continued
effectiveness.
Encryption keys shall be securely distributed.
Keys in storage and transit shall be encrypted.
The administrator should store encryption keys in a secured manner inside a
safe at both main and backup computer sites.



1. Introduction

The IT&HIS department of Ministry of Health and Prevention (MOHAP) provides IT
services to all other business units of MOHAP and to other entities. Such services are
provided with information assets which are crucial for the IT operations. The effective
implementation of Information Security and IT Service Management systems requires
that the systems have security controls to keep the network secured.

2. Purpose

The purpose of this policy is to establish security requirements for managing the
MOHAP’s internal and external network for appropriate and secure operations of the
information processing facilities and protect the confidentiality, integrity and availability
of data flowing through MOHAP’s networks.

3. Scope
The scope of this policy covers all network communication, and, information systems
and environments managed by MOHAP.

4. Policy Details
A. Network Security Policy
Access to the information resources of MOHAP will be based on business requirements
and specific job responsibilities of the individuals accessing the system and maintaining
the infrastructure, software and hardware.
B. Baseline Network Security
All Network administrative accounts shall adhere to the MOHAP Password
policy.
All MOHAP DMZs shall be configured at layer 2 and routing shall not be used.
Changes to the DMZs shall be subject to the MOHAP Change Management
processes and should adhere to relevant MOHAP security standards and
policies.
Appropriate VLANs should be created based on criticality and sensitivity of the
systems to be hosted.
VLANSs shall not be shared between different services and systems.
Only RFC1918 addresses shall be used on the network.
All systems and services shall have a network design associated to them, which
shows IP addresses, gateways etc including clear marking of data flows.
Core switches shall use layer 3 routing.
Network infrastructure shall be monitored by a network / systems management
tool.
DMZ gateways shall be adequately controlled through deployment of appropriate
security devices.
DHCP shall not be enabled for business-critical servers.
All Network infrastructures shall be backed up to a centralized management
server.
Servers performing management functions shall be located within a centralized
single management network.



Redundancy shall be built into the network infrastructure.
IP addressing and sub-netting shall show distinction between the different
support teams, users and locations.
Packet sniffing, Packet capturing or any invasive technique that enables client
data to be captured shall be approved by security and the relevant Data and
System Owners beforehand.
All network infrastructures shall use a centralized time source.
Detailed Layer 3 Network Diagrams for the internal network shall be maintained
and updated (when required) by MOHAP Network team.

C. Network Segregation
There shall be physical and logical separation between the development, test/
staging and production network.
Pilot system installations shall be kept on a separate network. This network shall
not have any connectivity to the development, test / staging or production
network.
Connections shall not be permitted between the test/development and the
production/live network.
Network / System hardware other than approved security devices shall not be
shared between test / development and production/live network.
No paths other than agreed security devices shall exist between
test/development and the production/live network.
All changes shall be performed, checked, tested and approved in the
test/development environment before being released into production / live
network.
IP addressing of the test/development network shall be different to
production/live network, with the address space being horizontally scalable.
Network Segregation and related access control policies shall be reviewed and
updated periodically based on new business requirements.

D. Third Party Access

Access to MOHAP Hardware and software for vendors should be approved by
the management.
VPN access to vendors should be given on demand only after approval from
MOHAP project manager. Account validity should be based on required task
duration.
Vendor accounts will be clearly marked in Windows AD to indicate the actual
end-user name and contact number. Contact details will be used in case of any
security or operations need or emergency.
Vendor VPN account shall be protected by MFA (Multifactor authentication) to
avoid any security breach.
It is the responsibility of the Application and IT Infrastructure team to supervise
the access provided to their respective vendors. They should ensure to raise an
access revoke request as soon as the vendor contract is over/terminated.
In addition to VPN; as and when needed WebEx sessions can be used to get
vendor support on any server. The session shall be fully supervised by a
privileged user from MOHAP Side (System Admin or Application Admin)



Password of service account will be managed by MOHAP System administrators
and will not be shared with any other team or vendor.
E. Network Infrastructure
Standardized builds, where possible shall be used for Network devices.
Manual and build instructions shall be created, used and updated for network
devices.
ACLs shall be used on all switches and routers.
Switches shall not be shared between systems and services of different
protective markings (classification levels).
Anti-spoofing shall be enabled on all firewalls.
Firewalls shall be capable of stateful inspection.
All critical network and security shall be deployed in a high availability mode.
Network Infrastructure shall be patched to the latest tested patch level.
Default accounts shall follow the guidelines defined within the MOHAP Access
Control policy.
Centralized logging shall be enabled for all network infrastructure components
supporting production systems.
Management ports shall not be accessible to anyone other than the MOHAP
Network team that support and maintain the devices.
Network admission controls shall be enabled on network from where sensitive
systems are accessed.
Network infrastructure supporting access to sensitive production systems shall
be restricted only to authorized users allowed to access and manage those
systems.
MOHAP staff personal laptops and desktops shall not be connected to MOHAP
internal network.
ADSL connections for internet connectivity shall not be permitted for the users.
F. Operational Procedures
Secure protocols shall be used to manage network devices.
An explicit drop rules shall be defined in all Firewall rule bases and ACLs. This
shall specify Any Source to Any Destination, using Any Port and be positioned at
the bottom of the rule bases.
Explicit drop rules shall be used throughout the rule base; they shall not replace
the explicit drop at the bottom of the rule base.
A stealth rule shall be created at the top of the rule base.
All objects created within the rule base shall follow a standardized naming
convention.
All firewall rules shall be treated as uni-directional unless proved otherwise.
Any firewall rule that needs to be bi-directional shall be approved by the Security
team before being allowed.
Large port ranges shall not be used unless absolutely necessary and other
attempts to limit the range have been exhausted.
Network Infrastructure shall be patched to the latest tested patch level.
MOHAP Network operations team shall limit network devices to activating only
those ports, protocols and services required to support agreed information
services. Unnecessary capabilities of the network device shall not be enabled
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2w H. Network Risk assessment
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1. Introduction

The IT&HIS department of Ministry of Health and Prevention (MOHAP) provides IT
services to all other business units of MOHAP and to other entities. Such services are
provided with information assets which are crucial for the IT operations. The effective
implementation of Information Security and IT Service Management systems requires
that details of the secure development controls are implemented and checked regularly.

2. Purpose

The purpose of this policy is to define the policy related to secure software development
and maintenance. It is a well-accepted principle that security should be considered at
the design stage of the application or service and not at the delivery stage as an after-
thought.

3. Scope

This policy is applicable to all security assessments conducted on MOHAP technology
infrastructure, applications, networks and physical security components collectively
referred to as ‘computer systems’.

4. Secure System Engineering
The information security controls shall be applied to all new in-house or third-
party developed MOHAP applications and services. Information Security shall be
involved in the project team with the role and responsibility of conducting a risk
assessment of the service/application to MOHAP information and IT
infrastructure.
New technologies should be analyzed for security risks / vulnerabilities prior to
being implemented / installed with the development architecture.
All ready to use “off the shelf” software applications should be evaluated for
required security controls prior to finalizing any application for use.
Development environment shall be managed by source safe utility with complete
history and version track.
Developers shall log in using individual credentials.
Support team shall have view-only access on production to verify the issues and
support accordingly.

5. Secure System Development
5.1. Training shall be provided as part of new implementation or enhancement of the
existing system
5.2. New implementation of systems or applications shall include the following:
Roles and responsibilities for design, development and implementation
Segregation of development, test and production environments
In those cases where staging environment is not available due to license issues,
development environment may be used for testing purpose.
Production team shall not have development tools and no access for developers.
All packages shall be deployed by concerned people with corresponding access.



Sensitivity of data processed, such as Driving License Number, Emirates ID
number, Credit card details, if any, etc.

Compliance to best practices related to development and coding, such as
OWASP

Approvals for development, testing and movement to production

Post implementation review and support

Training material along with BRD shall be prepared by analysis team whereas
FSD shall be prepared by the technical team.

Training for internal staff shall be conducted by support team

All bugs, issues and errors shall be solved using case management system
where case reference shall be added using admin logon along with history log to
track all changes.

6. Project Management

6.1 Security requirements should be identified at the requirements phase of a project
and justified, agreed and documented as part of the overall business case for any new
information system, or enhancements to existing systems under the development to
mitigate the risk resulting from loss, misuse, or unauthorized access to or modification
of the information therein.

6.2 Project schedule and plan shall be developed using Microsoft Project.

7. Outsourced Development
If and when software development is outsourced, the following measures shall be
considered by the Development team and the Information Security Manager, to ensure
that information security requirements are not compromised:

Licensing agreements and intellectual property rights

Certification of quality of the development process

Escrow arrangements with the developers

Rights of access for auditing quality and accuracy of development

Compliance to development and coding best practices

Training and Knowledge transfer

Security testing to detect Trojan codes

Compliance with legal and regulatory requirements

8. System Security Testing
8.1. Testing of new systems / applications shall include the following:
Design and definition of security requirements by the business owners
Acceptance criteria for systems considering security requirements
c. Sign-off from the project owners before presenting for User Acceptance Test.
8.2. System testing should be performed in the testing environment.
8.3. Access control should be implemented to ensure that developers, testers and
operational staff have access only to Development, Testing and Production systems,
respectively.
8.4. An audit log must be maintained for all access to testing environment
8.5. Dummy test data shall be used / be generated for testing purpose and actual
operational information should not be used.
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9.8.8 Backup and Restore policy

1. Introduction

The IT&HIS department of Ministry of Health and Prevention (MOHAP) provides IT
services to all other business units of MOHAP and to other entities. Such services are
provided with information assets which are crucial for the IT operations. The effective
implementation of Information Security and IT Service Management systems requires
that details of all the critical information are well backed up and restored regularly.

2. Purpose
The purpose of this policy is to ensure that information systems and business
applications are protected and recoverable in case of data corruption or system failure.

3. Definitions
Business Application: Software program that helps a business increase
productivity. The software program can be used for internal business processes
like HR, finance, purchasing, or external business services, like billing and call
center.
Information System: Data records and activities that process the data and
information in an organization and include the organization's manual and
automated processes.
Business Information: Soft copy of documents, reports, customer and staff
records, system configurations, databases, files that are used for business
purposes.
Backup: Saving copy of data on storage media.
Archive: Saving old or unused data onto storage media for the purpose of
releasing online storage.
Restore: Process of copying offline data that are saved on backup media to
online storage.

4. Scope
This policy applies to all systems, devices and applications used for business
operations.

5. Policy Details

A. Backup Policy for KDC Virtual Machines

Frequenc Backup Storage

q y Duration
Daly 2 Weeks
Incremental
Weekly Full 1 Month

1 Week and 6

sleddp7 e Months on Tapes

The Daily Incremental Backups will be stored on Disk Appliance for a period of 2
Weeks.
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The Weekly Full Backups will be stored on Disk Appliance for a period of 1
months.

(Full Backup is scheduled on Every Thursday, Friday and Saturday)

The Monthly Backups will be stored on Disk Appliance for a period of 1 Weeks
and then the Backup will be stored on Tape for 6 Months - Full backup
scheduled last day of the every month.

Any on demand backups of VM'’s will be stored on Tapes for 6 Months on
request basis.

Backups in our environment are scheduled to run over the night.

All kind of restoration / Backup on demand can be done in the day time.
Backups are getting started from 3 PM onwards continuously to run over the
night.

No restorations can be performed between 3 PM to 7 AM which will impact the
backups.

Tape Rotation - Monthly Backups on Tapes from KDC to MOHAP HQ

B. Backup Policy for Hospitals Virtual Machines
Frequency Backup Storage
Duration

Daly 2 Weeks
Incremental
Weekly Full 1 Month

2 Week and 6
SlEilE7 e Months on Tapes

The Daily Incremental Backups will be stored on Disk Appliance for a period of 2
Weeks.

The Weekly Full Backups will be stored on Disk Appliance for a period of 1
months.

(Full Backup is scheduled on Every Thursday, Friday and Saturday)

The Monthly Backups will be stored on Disk Appliance for a period of 2 Weeks
and then the Backup will be stored on Tape for 6 Months - Full backup
scheduled last day of the every month.

Any on demand backups of VM'’s will be stored on Tapes for 6 Months on
request basis.

Backups in our environment are scheduled to run over night.

All kind of restoration / Backup on demand can be done in the day time.
Backups are getting started from 10 PM onwards continuously to run over the
night.

No restorations can be performed between 10 PM to 7 AM which will impact the
backups.

Tape Rotation — Monthly Backups on Tapes from Hospital to MOHAP HQ
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C. Exchan

e 2010 and 2016 Emails
Frequency Backup Storage

Duration
Daily
Incremental
(Backups
Schedule 1 Month
Every 6
Hours)
Weekly Full 1 Month
1 Week and 6
Monthly Full Months on Tapes

The Daily Incremental Backups will be stored on Disk Appliance for a period of 1
Month.

The Weekly Full Backups will be stored on Disk Appliance for a period of 1
months.

(Full backup scheduled on every Friday 12:30 AM)

The Monthly Backups will be stored on Disk Appliance for a period of 1 Weeks
and then the Backup will be stored on Tape for 6 Months - Full backup
scheduled last day of the every month.

Any on demand backups of Emails will be stored on Tapes for 6 Months on
request basis.

Backups in our environment are scheduled to run over night.

All kind of restoration / Backup on demand can be done in the day time.
Backups are getting started from 3 PM onwards continuously to run over the
night.

No restorations can be performed between 3 PM to 7 AM which will impact the
backups.

Tape Rotation - Monthly Backups on Tapes from KDC to MOHAP HQ

D. SQL Data Base
Frequency Backup Storage Duration

Lzl 2 Weeks

Incremental

Daily

Transaction 1 Month

Logs

Weekly Full 1 Month

Monthly Full 1 Week and 6 Months on Tapes

The Daily Incremental Backups will be stored on Disk Appliance for a period of 2
Weeks.

The Daily Transaction Logs will be Stored on Disk Appliance for a period of 1
Month

29



The Weekly Full Backups will be stored on Disk Appliance for a period of 1
months.

(Full Backup is scheduled on Every Thursday, Friday and Saturday)

The Monthly Backups will be stored on Disk Appliance for a period of 1 Weeks
and then the Backup will be stored on Tape from 6 Months - Full backup
scheduled last day of the every month.

Any on demand backups of Database will be stored on Tapes for 6 Months on
request basis.

Backups in our environment are scheduled to run over night.

All kind of restoration / Backup on demand can be done in the day time.
Backups are getting started from 3 PM onwards continuously to run over the
night.

No restorations can be performed between 3 PM to 7 AM which will impact the
backups.

Tape Rotation - Monthly Backups on Tapes from KDC to MOHAP HQ

E. Oracle Data Base

LY 2 Weeks

Incremental

Daily

Transaction 1 Month

Logs

Weekly Full 1 Month

Monthly Full 1 Week and 6 Months on Tapes
The Daily Incremental Backups will be stored on Disk Appliance for a period of 2
Weeks.

The Daily Archive Logs will be Stored on Disk Appliance for a period of 1 Month
The Weekly Full Backups will be stored on Disk Appliance for a period of 1
months.
(Full Backup is scheduled on Every Thursday, Friday and Saturday)
The Monthly Backups will be stored on Disk Appliance for a period of 1 Weeks
and then the Backup will be stored on Tape from 6 Months - Full backup
scheduled last day of the every month.
Any on demand backups of Database will be stored on Tapes for 6 Months on
request basis.
Backups in our environment are scheduled to run over night.
All kind of restoration / Backup on demand can be done in the day time.
Backups are getting started from 3 PM onwards continuously to run over the
night.
No restorations can be performed between 3 PM to 7 AM which will impact the
backups.
Tape Rotation - Monthly Backups on Tapes from KDC to MOHAP HQ.
Medical Districts and Development Backups Policy need to update once Backup Setup
is configured.



1. Introduction

The IT&HIS department of Ministry of Health and Prevention (MOHAP) provides IT
services to all other business units of MOHAP and to other entities. Such services are
provided with information assets which are crucial for the IT operations. The effective
implementation of Information Security requires that risks to the processes, operations
and assets are identified, analysed, and mitigated.

2. Purpose
This document defines the Risk Management Methodology for IT&HIS Department with
a view to ensuring that risks to business operations are mitigated to the extent possible.

3. Applicability
This document is applicable to the IT services covered by the scope of Information
Security Management System as defined in ISMS Scope document.

4. Key responsibilities

Risk Management is a joint responsibility of senior management, IT management,

information security management and the business application / service owners. An

overview of the key roles involved in the methodology is given below.

Information Security Steering Committee (ISSC)
Oversee the management and implementation of the Risk Management process;
Review and approve information security risk assessment, risk treatment plan
and residual risks.

Chief Information Security Officer
Coordinate with various departments/ risk owners to conduct periodic risk
assessments based on a schedule or as per organizational requirements; and
Create awareness among employees to effectively contribute to the IRM
process.

Information Risk Owners
Ensure sufficient and effective controls are in place to address the risks they
own;
Identify risks related to their area of operation, evaluate controls available and
their effectiveness, identify controls where necessary and accept the residual
risks;
Engage Information Security team to help develop risk mitigation controls for
identified risks.

5. Key Definitions

A body of information that the organization must have to conduct
Information its business operations. Information assets include hardware,
Asset software, application, people, document and information in
electronic form




A potential event that can compromise the Confidentiality, Integrity

frest and Availability (CIA) of information.
A weakness in the design, implementation or operations that could
Vulnerability be exploited to violate or bypass existing security control that may
result in the exposure of CIA of information assets
. Adverse impact caused by a risk occurrence. The risk occurs when
Risk . o ) .
a threat exploits a vulnerability of an information asset.
Risk Continuous process of risk identification, assessment, mitigation,
Management treatment and monitoring

Risk register

A repository for all the risks identified and for each risk, the impact,
probability and mitigation measures

Risk Owner

Individual responsible for managing the risk, risk evaluation and
selection of the risk mitigating option

Control

Countermeasure or safeguard such as a procedure or action that
mitigates a risk

Inherent Risk

The risk level without considering the implemented controls

Residual Risk

The remaining risk after considering the effectiveness of current
controls

Risk Treatment

The process of implementing the risk reduction options that
comprises a list of the selected controls

Risk
Acceptance

A risk mitigation option where the decision is made to accept the
Residual risk without the addition of further controls
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Risk
Avoidance

A risk mitigation option where the decision is made to withdraw
from or not become involved in the risk circumstance and situation

Risk Transfer:

A risk mitigation option where the decision is made to share the
burden of loss in the event of a risk occurrence with another party

Risk
Monitoring

The process of monitoring the implementation of the risk treatment
plan and triggering risk reassessments as required

6. Alignment to best practices

The techniques used in this IRM methodology are inferred from leading practices such
as ISO 27005, ISO 31000, OCTAVE, etc. However, the methodology is customized to
suit the specific requirements of the organization.

7. Risk Management workflow
Risk Management is a continuous cycle to minimize the negative impact of risks to the
business operations.

Continuous Risk
Monitoring Reporting

4 1

Risk Monitoring — ":‘w. Risk Identification
and Reporting T and Reporting
'R
Risk Risk
Treatment W | Identification
)
.R'Sk. Information Risk Register R'Sk.
Mitigation (IRR) | Reporting
—

Risk Mitigation and I
Treatment —

2
Risk
Assessment

Risk
Evaluation

Risk
Analysis
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8. Risk Management process
a. Threats and Vulnerabilities
Threats and vulnerabilities are inputs to the risk management processes. These may
include threats that have occurred or are likely to occur in future. Threats may be
identified by analysing incidents, help desk logs, and security logs, reviewing of public
documentation on existing vulnerabilities in commercially published systems, external
factors such as new legislations and regulations, and by talking to individual users,
service / process owners.
The Risk register shall contain a comprehensive list of threats and vulnerabilities, which
shall be updated as and when a new threat or vulnerability is identified.
b. Threat-Vulnerability Pair
A vulnerability may exploit a corresponding threat. A pair of a threat and its related
vulnerability (a T-V pair) constitutes a possible risk.
c. Risk identification
Risk identification may be triggered at any level based on a defined schedule:
Introduction of major changes to the existing systems or applications or during
acquisition of new systems;
Incidents reported that may result or indicate potential information risk exposure;
IT-Security and Information Security Audit reports;
Internal and External Vulnerability Assessment;
Operational reports generated by the departments;
Error reports and Service Desk reports;
Complaints from the end users or IT users; and
Independent Security consultants and authentic public domain knowledge bases.
A single asset may have multiple T-V pairs associated with it. Similarly, a single
threat may have multiple vulnerabilities and vice-versa.
d. Risk Assessment
i. Risk Assessment Overview
The next step is to rate the evaluate the risks based on judgment and past experience
(qualitative measure). Key attributes include:
Risk Impact
Likelihood
Risk Value

ii. Risk Impact
The risks are rates based on their impact on business operations. A three-point scale is
used to determine the impact rating.

Risk Impact Assigned Value Definition

High 3 T-V pair has a high impact,
causing major damage
T-V pair has a normal
Medium 2 impact, causing moderate
damage
Low y T-V pair ha_s a low impact,
causing little damage
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iii. Likelihood of Risk
Likelihood of the occurrence of risks is estimated based on experience, information from
stakeholders, and reports of incidents.

Risk Likelihood Assigned Value Definition

There is a high chance of

Likely 3 risk materializing
Less Likely > There is_ a moder_at_e_
chance of risk materializing
Unlikely 1 Ther_e is a Iow_ cha_mce of
risk materializing

For each item of risk, the existing controls are identified. The impact and likelihood of
occurrence are estimated after considering the controls implemented.

iv. Inherent Risk Value

The Inherent Risk Value is calculated as per formula below:

Inherent Risk = Asset Value * Impact Rating * Likelihood Rating

v. Inherent Risk Rating
The Inherent Risk Rating is obtained as per details below:

Risk Value Risk Rating
Greater than 54 High

28 to 54 Medium
Less than 28 Low

e. Acceptable Level of Risk
Risks whose rating is ‘Low’ are Acceptable. Risk treatment options will be evaluated in
respect of High and Medium rated risks.

f. Risk Mitigation
The objective of Risk Mitigation process is to reduce the risk rating by considering
additional controls to be implemented.
i. Risk mitigation options
Any one of the following options may be selected:
1. Risk Avoidance — risk may be avoided by eliminating the possibility of the threat
materializing
2. Risk reduction — additional controls may be implemented to lower the likelihood of the
threat occurring
3. Risk transfer — risk may be transferred to a third party, such as insurance company
4. Risk acceptance — the risk may be accepted under the following circumstances:
when none of the above options are possible
when the cost of implementing a control is higher than the loss that may arise
due to the risk
when the risk rating is Low
ii. Selection of controls
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= The selected mitigation option and additional controls shall be recorded in the Risk
= Register. For each of the additional control, responsibility shall be assigned and a
S Target date agreed upon with the responsible person.

Sl

SN2 g. Assessment of Residual Risk

QQ’){;‘ i. Revised impact

= The revised Risk impact is determined after considering the mitigation options selected.
B2 The impact is calculated on the same scale as High, Medium, or Low.

e ii. Revised Likelihood

¢ The revised Likelihood is determined considering the additional controls identified for
20 implementation. This revised likelihood is also classified as High, Medium, or Low.

W iii. Residual Risk Value

S/
o Residual risk is calculated considering the revised impact and revised likelihood.

Y

:;'! Residual Risk = Asset Value * Revised Impact Rating * Revised Likelihood Rating
=
SN

9 iv. Residual Risk Rating

SR

= The Residual Risk Rating is also obtained in the same way:
NN

S Risk Value Risk Rating

%9 Ve

N

S Greater than 54 High
3 28 to 54 Medium
SR Less than 28 Low

Y

9 h. Update of Risk Register
?‘W The information obtained during each of the above processes shall be updated in the
’-i},‘“',l Risk register:
S i. Approval
Y Approval from the Risk owners shall be obtained for the following:
oy Risk assessment, risk impact, risk likelihood
S Mitigation options
il Residual risk
«@7»‘;‘
S 9. Risk Monitoring, Review, Reporting
"""‘E It is necessary to ensure that the risks continue to be mitigated and remain within
S acceptable level. To achieve this, the threats, vulnerabilities, and the impact and
likelihood of risks shall be continuously monitored.
e a. Continuous monitoring
Monitoring of risks may be triggered by any of the following:
S Change in existing controls

4 Change IT / organization environment
‘ﬁ:‘”‘!‘ Change in services / operations
S Incidents reported
5 b. Review of Risk Assessment

f The entire cycle of risk management shall be performed at least once in a year, to
%\»ﬁ;‘ ensure that emerging risks are addressed and mitigated.
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c. Risk Reporting
A Risk Assessment Report shall be placed before the Information Security Steering
Committee at the end of each cycle of Risk Assessment. The risk report shall contain:
Summary of top risks, actions to be taken against them and the target date for
addressing them
Progress in the implementation of controls identified during earlier risk
assessments
Exceptions and concerns, if any.
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10. REFERENCES

Area

Data

Governance

Reference Links

Definition
https://www.techtarget.com/searchdatamanagement/definition/data-governance

https://www.emids.com/wp-content/uploads/2018/06/emids_WP_DataGovernance 2015.pdf

Benefits

https://www.utopiainc.com/resources/blog/data-governance-benefits-for-today-and-the-long-term

Data Quality

Data Quality Dimensions
https://www.collibra.com/us/en/blog/the-6-dimensions-of-data-quality

Metadata Management
https://www.ovaledge.com/blog/data-governance-metadata-management-better-together

ISO Certification

https://www.iso.org/obp/ui/#iso:std:is0:8000:-61:ed-1:v1:en

Data Security
& Privacy

Data Security

https://www.techtarget.com/searchsecurity/Data-security-guide-Everything-you-need-to-know

Data Privacy

https://www.imperva.com/learn/data-security/data-privacy/

CIA Triad

https://www.varonis.com/blog/cia-triad

Data Confidentiality

https://www.egnyte.com/guides/life-sciences/data-confidentiality

Data Availability - https://www.tibco.com/reference-center/what-is-data-
availability#:~:text=Data%20availability%20is%20when%20an,with %2024 %2F 7 %20data%20availability .
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